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U.S. Department of Justice 



Federa] Bureau of Investigation 

Washington, D C. 20535 

September 7, 2004 


Request No.: 1004300-000 
Subject: IMPACT OF FREEDOM OF 
INFORMATION PRIVACY ACTS ON LAW 
ENFORCEMENT ACTIVITIES 


This is in reference to your Freedom of Information Act (FOIA) request. 

Enclosed are 204 pages of documents pertaining to your request and a copy of the explanation of 
exemptions. 

You may submit an appeal from any denial contained herein by writing to the Office of Informatinn 
and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530, within sixty 
days from the date of this letter. The envelope and the letter should be clearly marked “Freedom of 
Information Appeal” or “Information Appeal.” Please cite the FOlPA number assigned to your request so 
that it may be easily identified. 


Sincerely yours, 

David M. Hardy 
Section Chief, 
Record/Information 
Dissemination Section 
Records Management Division 


EncIosures-2 


^BSEC^ONS OF TITLE 5, UNITED STATES CODE, SECTION 5S2 

0*X 1 ) (A) specifically authorized undo' criteria established by an Executive (nder to be kept secret in the interest of national defense or 

fordgn policy and (B) are in fact properly classified to such Executive order, 

(1^X2) related solely to the internal posonnel rules and practices of an agency, 

(bX3) specifically exempted fiom disclosure by statute (other than section 552b of this title), provided that such statute(A) retpiires that the 
matters be witfahdd hum the public in such a tnanner as to leave no disoetion on issue, or (B) establishes particular catena tor 
withholding or refers to particular types of mattos to be w ithheld- 

(bX4) trade secrets and commercial ex’ financ ial information obtained firan a person and privileged or confidential; 

(bX5), mter^agaicy or intia-4gency memorandums or letters vdiich would not be available by law to a party other than an ageucy in litigation 
‘ with ttie agmey; ^ 

(bX6) persrmnel and medical files and similar files the disclosure of which would constitute a clearly imwananted invasion of personal 
privacy, 

(bX7) rccordf- or information compiled for law enforcer'ent purposes, but only to fee e.<tent tbai fee production of ; nch Hv" mforc jine"* 

records or iiitbrmalion ( A ) could be rcasunauly be expected to interfere wiili eiiforcemeni. proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasior uerson: 
privacy, ( D ) could reasonably be e^qrected to disclose the identity ofconfidential source, including a State, local, or foretsu 'la i v or 
authority or any private institution wMch furnished information on a confid enti al basis, and, in the case of record or inforniatinv. unpil 
by a criminal law enforc^ent authority in the course of a criminal investigation, or by an agency conducting a lawful nationa* :r curity 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures tb < 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecuts'Mi h 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to i;iidan(>e * ;e or 
physical safety, of any individual; 

(bX8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use ofaii agency p risible 
for the regulation or supervision of financial institutions; or 

(bX9) geological and geophysical infoimation and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 
(dX5) mformation compiled in reasonable anticipation of a civil action proceeding; 

(jX2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(kX 1 ) information which is cmrently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

[kX2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her 
identity would be held in Confidence; 

kX3) material maintained in connection with providing protective services to the President of the United States or any other individual 
pursuant to the authority of Title 18, Unital States Code, Section 3056; 

k)(4) required by statute to be maintained and used solely as statistical records; 

kX5) investigatory material compiled solely for the purpose of deteimining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who 
araished mformation pursuant to a promise that his/her identity wnould be held in confidence; 

tX6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government 
service the release of which wiould compromise the testing or examination process; 

tX7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the 
person who furnished the material pursuant to a promise that his/her identity rvould be held in confidence. 
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Personnel of the Butte Division have' been sur- 
veyed and the majority encountered no problems caused by 
FOIPA. Five Agents indicated that they had encountered 
more reluctance to furnish information from other state 
and local agencies than they had experienced prior to 
passage of the FOIPA and reasons given were that it 
questionable whether the confidential nature of the 
identity of the persons giving the information could/ 
be maintained by the FBI. This reluctance was exper; 
particularly in not being able to obtain basic information 
from such institutions as banks, credit unions, and utility 
companies. Some of these private companies expressed 
reluctance to furnish even background or address infor- 
mation for fear the company wuld be libel to civil suit. 

It was the concensus of themfe^ts that in many instances 
the information could be obtaf^^, but through the slower 
process of subpoenaes after the'^atter had_j;>^ji presented 
to a Grand Jury. 
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As Bureau is aware, Phoenix is experiencing some 
difficulty in gaining access to certain sensitive local law, 
enforcement information as a result of FOIPA legislation. 
Local agencies fear that the data will be released to th 
public through FOIPA disclosure. 

In the near future, Phoenix plans to meet with 
police legal advisors from key state agencies. It is hoped 
that such a meeting will restore confidence in the Bureau's 
ability to treat information as confidential. 
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;ssary to pro A im® ^ 


Phoenix feels that it is necessary 
legally oriented "fact sheet" which would set forth 
legislative history, specific statuses, court rulings, 
administrative holdings, etc,, uph6iOi?|JIg the FBI's right 
to withhold information furnished by non federal law 
enforcement agencies. •" fl K 59 ^ j 

The FOIPA reference manual (pages 175-177) notes 
that exemption (b)(7)(D) is appropriate in most instances 
to withhold information provided by local law enforcement 
agencies . 
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Phoenix desires to know whether local authorities 
can be given a 100 percent assurance that information will 
be withheld pursuant to the above exemption if the information 
IS furnished to the FBI with the stipulation that it be treated 
as confidential. 

Page 177 of the FOIPA reference manual states "It shall 
also be the policy to release this type of information where 
circumstances indicate release could not possibly identify the 
provider." This statement of conclusion seems to be somewhat 
contradictory when read alongside page 175 which indicates 
information itself is to be protected as well as the source 
of the information. 

Phoenix requests clarification on the above point and 
further requests sufficient legal citations, etc., to provide 
police legal advisors with a sound legal basis on which to 
advise their departments in regard to this issue. 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE PRFEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ;»CTTVITIES 
FREEDOM or INFORMATION PRIVACY ACT MATTER 


Information Exchange Between Federal, 
State and Local Law Enforcement Agencies 


The Federal Bureau of Investiaation , as a member of 
the intelligence community, is recruired on a continuing basis 
to work closely TnOTTiHraT-g t-Vio 1 I i /-ran 

community includinqL_,___^^_^^^_^^^^^_^_^___^^^^_J fnd 

military intclliaence organizations . With the implementation 
of the Freedom of Information Act exchange of i nFnr-mai--ir>n 

oe Vine: ^ -F 1= 1 
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w 




I I *^0 

further complicate the exchange of information betv;een members 
of the intelligence community, it should be nointed out that 
information renorted fay one acency to another cannot be further 
, ^disseminated to a third aoency v/hich delays the exchange of 
' ’‘information v^ithin the intelligence community as a v/hole. ^ 

V, V ^ 

t In addition to the above, some subiects of FBI 

, u foreion counterintel licence cases cannot ho checked through 
-»tne records of the Austin, Texas and the San Antonio, Texas 
■‘^Rolice Departments, due to the fact that a record of the 
' {interest of the FBI is maintained bv respective police 
/departments . Also, the U. S. Postal Service maintains a 
viritten record of the reguests of the FBI for information 
concerning andividuals. This record 'of the FBI's investigative 




This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the RBI and is loaned to 
your agency; it and its contents are not to be dii 
outside your agency. 
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CONlHfi^TIAL 

interest is available to the individual in whom we have this 
investigative interest. 

Law Enforcement Personnel's Ability to 
Obtain Tnfromation from the General Public 


Immediately following the implementation of the 
Privacy Act various offices of the University of Texas, Austin, 
Texas (UTAT) , greatly restricted the information which thev 
were willing to furnish to the FBI. Prior to the Privacy Act 
this office received almost unlimited information from the 
Registrar’s Office, Personnel Office, Admissions Office, 
International Office, and other divisions and departments at 
the UTAT. Now the information available to the FBI is 
restricted to directory tyne information such as name, enroll- 
ment status, area of study and fraternal organizations with 
which affiliated. To further complicate matters, the FBI 
inquiry is also made a mabter of record in the student's file, 
greatly limiting the scope of foreign counterintelligence 
investigations . 

On several occasions, personnel of the San Antonio 
Division have received telephone calls from individuals wishing 
to lodge a complaint with the FBI or furnish information to 
the FBI while refusing to identifv themselves without a guarantee 
of protection. When we have been unable to provide an absolute 
guarantee of confidentiality to the caller, he has refused not 
only to identifv himself, but also to furnish the information 
about which he originally called the FBI , 

Reduction in Current Informants or 
Potential Informants'- Resulting from 
Present FOIPA Disclosure Policies 


Efforts to recruit a number of informants in the 
foreign counterintelligence field have been unsuccessful when 
it became apparent to the potential informant that the FBI 
could not absolutely guarantee that his identity would not be 
divulged at some time in the future as having furnished 
information to the FBI in sensitive areas. 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 


COl^f(DE.NTlAL 

The San Antonio Division has experienced no decline 
in the number of current informants due to the disclosure 
provisions of the FOIPA. 


Miscellaneous 


b2 

b7D 


Recent publicity concerning the possible identification 
of FBI in formant s used against the Socialist Workers Party 
prompteq |to telephonically contact this office expressing 
concern over the possibility of his potential identification 
as an FBI informant. He expressed concern for his career if 
his activities on behalf of the FBI become a matter of public 
knowledge. It is questionable if he would have assisted the 
FBI had he known that there existed the po^ibility of his 
ultimate identification as an infor^nt. 

[pn September 29, 1977 former Special Agent of the 
FBI telephon ically contacted the San Antonio office and advised 
thatr^__^Jii^a contacted him at his residence and expressed 
his fear that his identity as a confidential informant of the 
FBI would be ascertained by an individual who had obtained 
documents . jfrom the FBI under the provisions of the FOIPA. 

further told the former Special Agent that the individual 


who had received the documents was trying to identify those 
other individuals who had provided information to the FBI con- 
cerning his activities. 
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Seattle, Washington 
May 11, 1978 


Re GENIiRAI, ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION (FOIA) 

AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 



The lollowing are items of law enforcement personnel's 
inability to obtain information from the general public 

A) Seattle file 86-102, Bureau file 86-3202 

JUST DISTRIBUTING COMPANY, INC , 

Kent, Washington 

This IS an SBA loan case in which the victim 
bank. Old National Bank, Seattle, Washington, who was a 
guarantor for the SBA loan refused to give investigating 
agents information concerning the subject in this case simply 
because the subject also happened to be a customer of the 
bank. Investigate delays were encountered and agents were 
required to obtain grand jury subpoenaes for this information. 

B) Seattle file 91-4751, Bureau file 91-59752 

In this instance investigating agents obtained 
information that a possible witness in a bank robbery was 
employed at Swedish Hospital at Seattle, Washington Ori- 
ginal information provided only a phonetic name for this 
employee and agents contacted personnel office at Swedish 
Hospital in an effort to obtain the employee's complete 
name to facilitate interview They were advi.sed on Janu- 
ary 13, 1978, that Swedish Hospital employment records wei'e 
not available and that Swedish Hospital would refuse to 


identify their employee 
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GENERAL ACCOUNTING OJFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 


C) Seattle file 29-1965 


b7C Rainier National Bank, 

Empire Way Office 
2/28/77 - 3/29/77 

In this bank fraud and embezzlement case, 
Agents visited a former residence of the prime suspect in an 
attempt to obtain additional background information during 
the investigation. The owner of , an apartmenthouse in Kirk- 
land, Washington, refused to provide rental application for 
this individual, citing possible conflicts with the Privacy 
Act 



D) Seattle file 29-2128 


Bank Fraud and Embezzlement 

Seattle First National Bank, who is a victim 
bank in fraudulent loan applications, refused to give the 
loan applications to investigating agents without the issu- 
ance of a subpoena, which created considerable extra work 
in this matter. 

E) Seattle file 87-15575 
UNSUB, aka 


Interstate Transportation of Stolen Property 

While investigating this case, it became known 
to the agents that United. Airlines at Seattle was a victim 
in that they accepted a stolen check for airline passage 
The subject in this case attempted to buy an airline ticket 
in Seattle, Washington, using the same stolen identification 
and United Airline computers indicated to the ticket agent 
that thi.s check was stolen. United Airlines refused to issue 
the ticket which had boon completed by the ticket agent. 




GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 


COtl^^DENTlAL 


During the course of investigation, agents attempted to 
obtain this completed but unused ticket as evidence and 
were advised that United Airlines would not make the same 
available to the FBI. 

F) Seattle file 87-15780 
mSTTR Pka 

b7C 


In this case, where stolen checks were cashed, 
the bank manager refused to allow investigating agents to view 
copies of these stolen checks without a subpoena or a releas;e 

from the victim from whom they were stolen. 

* 

G) Seattle file 29-1944: 


Pacific National Bank, 

Campus Branch 
12/76 - 2/77 

During the course of investigation in this 
case, in an effort to obtain additional background informa- 
tion, agents sought to review employment records at the Bon 
Marche Department Store and were advised that employment 
records were no longer available because of the Privacy Act 
Agents also attempted to secure information concerning the 
subject from Sears Roebuck Company and Nordstrom Department 
Store and were advised that this information was not avail- 
able without a court subpoena. 

H) Seattle file 145-NEW 


ETAL 

Interstate Transportation of Obscene Matter 

On May 10, 1978, Pacific Northwest Power Company 
advised investigating agents that records concerning subscribers 



3 




' cdnrOential 


GENERAL ACCOUNTING OFFICE (GAO) 

STUDY TX) EVALUATE THE IMPACT THE FREEDOM 

OF INFORMATION ACT (FOIA) AND PRIVACY 

ACT (PA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 


which had been previously furnished without hesitation would 
no longer be available because of Privacy Act and the fear 
of the company that they could be sued. 

I) Seattle file 76-4326, Bureau file 76-56782, 
Escaped Federal Prisoner 

During a recent investigation to apprehend 
subject, the Social Security Administration at Seattle was 
contacted after investigating agents developed information 
the subject was receiving supplemental Social Security income. 
Officials at Seattle cited the Privacy Act in refusal to 
supply information concerning the fugitive. The fugitive b' 
was subsequently apprehended at Seattle, Washington, after 
the expense of considerable time and manpower, and at the 
time of the apprehension, it was determined he was currently 
receiving supplemental Social Security Income. 

J) Seattle file 156-27 


In this labor matters case, agents attempted to 
determine what bank records were available concerning the sub- 
ject in order that they could be properly subpoenaed The 
bank, citing the Privacy Act, refused to detail what types 
of records were available and this resulted in a waste of 
considerable time and the eventual issuance of approximately 
20 subpoenaes for the grand jury in order to obtain all 
pertinent information. 

At this time it is not possible for Seattle to pre- 
sent any specific incidences concerning problems encountered 
in information exchange between federal, state, and local 
law enforcement agencies or in the development or retention 
of Bureau informants. 



4 




APPENDIX 


CONISPENTIAL 



00 WFO 


Jureau file 




In connection with a recent physical surveil- 
lance in captioned matters, several instances were encountered 
in which investigating agents encountered problems because of 
the Freedom of Information Act. Aerents 
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DOCUMOfT t Ji 

UMTED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
In Rc,Ay, Please Refer to Sacramento , California 

» «ayu, 1978 CONFID^TIAL^ 

^ " GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) ^>1 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTERS 


I. INFORMATION EXCHANE BETWEEN FEDERAL, 

STATE AND LOCAL LAW ENFORCEMENT AGENCIES 




As of this date, there has been no known adverse effect 
under POIPA on the exchange of information between federal, state 
and local law enforcement agencies. 

II. LAW ENFORCEMENT PERSONNEL'S ABILITY 

TO OBTAIN INFORMATION FROM THE GENERAL 
PUBLIC 


v^ource at a local Sacramento university advised that 
his legal department has counseled him against furnishing infor- 
mation frQjn school records to federal njyestigators because of 
the F QXBT^ I ■JTiTmnnrnug utgfances , i . e . , | | 

Bureau file lUb-^bii>4 27'| jP^^™ ^™n~^c:- 



iAnce: 


F 



C ' In an attempt to locate a foreign student at a loca] 

Sacramento university for interview, university officials declined 
s request fo r assistance in locating subject, m ainlv 

III. 


Sacramento 

because of the FOIPA. 
105-308843, SC-105-3308.'7 


Buf ile 


REDUCTION IN CURRENT INFORMANTS OR 
POTENTIAL INFORMANTS RESULTING FROM 
FOIPA DISCLOSURE 




. jlCaption of case omitted to obviate necessity of classifying 
c ^'document.) K 

.* 

c ^This document contains neither recommendations nor conclusions 
^the FBI. It is the property of the FBI and is loaned to your 
t: oagency; it and its contents are not to be distributed outside 
your agency. 

All. r*'- v. 
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In Reply, Please Refer to 
File Ao 


DOCUMENT f JL 

UNITED STATES DEPARTMENT OF JUSTICE 

/ 

FEDERAL BUREAU OF INVESTIGATION 

Chicago, Illinois 
May 12, 1978 






GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 


Reference is made to Bureau airtel dated 
May 3, 1978, advising of the above mentioned GAO study 
which began May 1, 1978. 

In order to assist in the evaluation of the 
FOIPA impact on law enforcement activities, the following 
response is being set out by the Chicago Office: 


1. Information exchange between Federal, state 
and local law enforcement agencies: 


a 




By reason of xts location in a major transpor- 
tatxon center, Chicago Office inquiries regarding Theft 
From Interstate Shipment (TFIS) and Interstate Trans- 
portation of Stolen Motor Vehicles (ITSMV) matters arc 
made on a continuing basis of Railroad Police Agencies as , j • 
well as such quasi law enforcement agencies as the National 
Auto Theft Bureau (NATB) . Although they are acutely 
aware of, and frequently refer to, the provisions of the 
FOIPA in individual case discussions, no noticeably 
adverse affect has been reported to date in obtaining 
xnformation from these sources. 


K O 


2. Law Enforcement personnel * s ability to 

obtain information from the general public; 



Whxle no specxfic xnstances have been reported 
in this regard, the reluctance of the general public to 
furnish information to the FBI is more frequently manifested 
in the attitude in a large urban area such as Chicago 
rather than in specific remarks which could be utilized 
in this response. 


lib 

ixtner' reco 


3b0\ 


This document contains neitfier^ recommendations nor conclusions of the 
Federal Bureau of Investigation. It is the property of the FBI and 
is loaned to your agency; it and its contents are not to be distri- 
buted outside your agency. 




i.. vuIj! 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 



3. Reduction in current Informants or potential 
informants resulting from present FOIPA 
disclosure policies ; 


Since September 27, 1975, the effective date 
of FOIPA legislation, the number of criminal informants 
being operated by Special Agents (SAs) of the Chicago 
Office has decreased by 76%. Previous Chicago Office 
communications to the Bureau have attributed much of this 
decline to the Attorney General's Guidelines issued 
December 15, 1976. However, set forth below is an 
example of reluctance to cooperate by an Federal Bureau 
of Investigation (FBI) asset, attributable to FOIPA 
fears : 


f: 

i^Chicago File 
Bureau Pile ” 



b2 

b7D 


I . asset of long standing who has 

furnished information on a continuing basis for a period of 
years concerning high levels of the international communist 
movement. Much of the information gathered by this asset is 
disseminated at the highest levels of the U.S. Government, 
and the FBI has been informed by other agencies that reports 
of information from this asset have an impact upon the policy- 
making levels of the U.S. Government. In addition, this 
asset furnishes on a continuing basis key information being 
conducted by the FBI.^o^^*' ^ 


•mj 


since the advent of FOIPA, numerous documents 
containing information furnished by this asset have been 
released under provisions of these laws. The asset has had 
access to these released documents which fact has had a 
deleterious effect upon his relationship with the FBI. 

There has been a noticeable decrease in the volume of 
information furnished by the asset, and the asset has been 
frank to state that he no longer has his former confidence 
that the FBI can continue to maintain the confidentiality 
of this relationship. On numerous occasions the asset has 
expressed reluctance to furnish information because he fears 



2 




GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 



the ultxmate release of such information under FOIA may 
result in physical jeopardy or in leaving him open to civil 
suit by individuals who have been the sub 3 ect of his 
reporting, ^his asset has not terminated his relationship 
with the FBI, but the relationship is now a very tenuous one, 
Should this relationship be terminated, it would result in 
the loss of extremely valuable xnformation and severe damage 
to the national security interests of the United States 


b7C 


Miscellaneous 




In a recent case captioned, "UNSUB; Theft of 
1977 Piper Single Engine Cherokee. .. .Elgin Airport, Elign, 
Illinois, 7/31/77, ITSP - MT" (Bufile 87-145321, Chicago 
File 87-46483), an FOIPA request was received on January 23, 
1978, from the Office of the United States Aviation 
Underwriters (USAU) in Des Plaines, Illinois, "regarding 
the theft and identity of the individuals involved." 


O n January 25, 1978, the Chicago Office directed 
a letter to I I of USAU advising that the 

information requested was being withheld under Title 5 , 
United States Code (USC) , Section 552 (b) (7) (A) 

inasmuch as disclosure would "interfere with law enforcement 
proceedings, including pending investigation. (It is 
important to note that a suspect has been developed as a 
result of our investigation of this theft.) 


I filed an Appeal 
?ds. The result of 


On February 16, 1978, 
from our denial of access to these recorc 
this Appeal could be most significant, in the opinion of the 
Chicago Office, for two reasons: 


1. If successful, the USAU or any other insurer 
can initiate action in a civil proceeding for 
recovery of funds expended in settlement of a 
claim. If the defendant in this civil action 
is a potential criminal defendant in the FBI 
investigation, then the situation could well 
necessitate the use or FBI documents in a civil 
suit prior to their introduction at trial in 
Federal CriinTnal Court. Prejudice to the 
Government's subsequent prosecution would be 
a very real possibility. 





GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 


2. If Successful in this Appeal, the USAU and 
other xnsurers could reduce the costs of 
maintaining their investigative staffs, opting 
instead for utilization of FBI reports and other 
documents obtained through the FOIPA process 
in effecting settlements with claimants or, as 
above, in seeking to recover insurance funds 
from persons whose identity can be discerned 
from review of FBI documents. 


4 * 
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UN[TLD STVri.S D1 I'/\ I{TM i NT OF JLbTiCE 

I LDLK AL OIJK I,Al OI' 1 ^ \ LS r IG ATION 

Poitlnnd, Orcfion i 

v.y 107R » ^ ”■» 


CONFit^NTlAL 


GENERAl ACCOUNTING OFFICE (GAO) STUDY 
TO EVAI UATL THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE IIAVING ON LAW ENFORC£\rENT ACTIVITIES 


(1) Information Ixchange Between Federal, State and 
Local Law Enforcement Agencies: 

None , 

(2) Law Enforcement Personnel’s Ability to Obtain 
Information from the General Pablic: 


i ■> 
f'. 


o 

o 

X 

</> 


file 


Onrinp- a Portland i n vewt iga t inn in August. 1977, 
captioned I * * 

■ IfiLn’ifi? ^ft.1at.^ntr ta—a Presidential appointment, j ~l 

I I in separate interviews, expressed hesita- 

tion and reservations regarding their comments concerning the 
appointee, and despite assurance of confidentiality in accord 
with reauests therefor, indicated their answers and comments 
were tempered through fear of compromise. Both expressly stated 
they couJd be more candid, perhaps, but for recently publicized 
■'leaks" from the U S, Department of Justice in other matters. 


(3) Reduction Current Informants or Potential 
Informants Resulting from Present FOIPA Disclosure Policies: 


an 


b2 

b7D 


On several occasions in the past] 
informant of the Portland Division who has furnished reliable 
information regarding the American Indian Movement and other 
activist groups, voiced his concern for his safety out of fear 
that his identity would in the future be revealed despite present 
assurances that his identity would be concealed. i l b2 


On April 24, 1922L 
the recent Indictments of| 


I 






cpd p-rcat crmcern ever 


b7D 

b7C 


r _ ^ ^ 

tnax me Justice Department investigation of these individuals 
will result in the revealing of names of informants who worked 
in the field divisions to the public. He stated that if his 
name were ever released from FBI files publicly he would fear 

lo'XSl . I 

* FXT PY ^ ^ 

■ ;; ^ ^ 'T-x 

^ ^ TO, C Ir O 


b7D 


UAT? 



Xlv) 




b2 

b7D 


^D^^6DENTlAl; 

GENEPlAT accounting office (GAO) STUDY 
TO KVAl.UATE THE IMPACT TliT, FREEDOM OF 
IlIFOnMATK^K ACT (FOIA) AND PRIYACY ACT (PA) 

Air CAVING ON’ 1 AW ENFORCE>IENT ACTIVITIES 


for his personal safety because of his long association with 
thff FRT anH liis cooperation in domestic security investigations. 

I \ stated that when he began assisting the FBI it was 

with the understanding that his identity and the information he 
furnished wouJd always remain conf idential . ..fiagQd on this under- 
standing he has cooperated over the years 




bl 


^/ advised that recent 

news accounts in local t>ortland, Oregon newspapers regarding 
fialerial made available under the Freedom of Information Act had 
disclosed the names of several individuals in a professional 
capacity from Portland who had assisted the FBI and the nature 
of their assistance. This type of publicity, according to the 
potential so»»rce, would be detrimental to any individual in 
business who elected to cooperate with the FBI.^q^ 

(4) Miscellaneous: 


A continuing concern of Agents handling Bank Fraud 
and Em>)ezzlement investigations is the Privacy Act’s restrictions 
on disclosure of information to the private sector where those 
concerned are bank management officials in cases involving defal- 
cations of employees of banks, particularly those in fiduciary 
positions. Of particular jconcern are those instances in v/hich 
prosecution is declined even though admissions of guilt are made, 
with a resultant lack of "public record information" which could 
justify disclosure The Portland Office believes that disclosure 
of such information to banking authorities should be included in 
the "routine uses" provisions of the Privacy Act or otherwise 
provided through remedial legislation. 
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File No 


D0CUMBt(/_2_ 

UNafED STATES DEPARTMENT OF J . JtICE 

FEDERAL BUREAU OF INVESTIGATION 
Washington Field Office 
Washington, D. C. 20535 

May 15, 197' SFC3ET 




1) 


I 

I 

a; -■ 

O fc- 

<pu^ . 


GExrr/'i. accoutti'n^g oi'Tiri, (g\o) 
STUDY TO EVALUATE TIT'n’ IMPACT TUT 
FREEDO'I or INFORMATION ACT (FOIA) 
Airo PRIVACY ACT (^A) ARE HAVING 
ON LAW DNFORCFMENT ACTIVITIES 
FOIPA MATTER 


The followinf^ are situations experienced bv this 
office in relation to the above caption. (U) 


Information exchanged between Federal, 
State and local lav/ enforcement apencies. 


'yO specific situations are noted. (T’) 

cn 

Declassify 


Law enforcement personnel's ability 
to obtain information from the 
general public. 



A. ^Washington Field Office (V/FO) file^ 



^ • r-n 

r r o T 

•’ y i. . j 


'■A/HEKE ShOWiJ OTHERWISE. 

/o ; Srf 

'’USS 4 EXT, by iAvtr- 

^'i'A'jOB-prTv T' , '^^Vf a "5“ 

^ <!«v~^»uVv> y/t/3, 64,0 







ET 


Classified by W? 

Exempt from ODSi, Categories 3 and ,3 
Date of Declassification* Indefinite 


ThM doni'ncnt cortciino •*<« ther 
recommdndatici s nor rorcJa.^iO't^ oi 
Ihe FBI Iho r-J'O- 1 / cl 
the I LI Q J Ic j .cd to yet r Qqencfe 
It end jt« coAtonU ore rot to be 
d ouUid * your agency, 

JiCLosir^ 






^AO STUDY TO ]:V''LUATi; T’U: 
I IPACT T’T fi'OTAf'A ^ 



VFO SA superviHors hnvo advlse^^ of nunerou-^ in 'Stances 
v'aercin iJoople are reluctant to Purnish infonration to tlio 
F’3I for fear of disclosure of their name's. Specific attribution 
of this reluctance to T^OII’A is difficult, hov’evcr , because 
SAs are hesitant to inject FOIPA into the interview for fear 
of'drying up" the interviewee, potential source, or actual 
source. Congress recORni'^.ed this concept in the Tirivacy Act, 
Subsections (j) and (k) in allowinji the head of the anencv 
to exempt particular investip:atory records from certain 
requirements of the Privacy Act. The Attorney General has 
exercised his statutory authoritv in Title 28, Code of 
Federal Regulations (CFR), Part IF. exempting particular 
FBI records from certain subsections of the Privacy Act 
because to subject the records to the Privacy Act would 
"invade the privacy of private citi'--',ens wh(j provide infor- 
mation (to the FBI)" and would "inhibit private citi?:ens 
from cooperating with the FBI". Since the records are exempted 
from Privacy Act requirements and because the complexity of 
the Privacy Act renders it difficult to explain, most Special 
Agents do not raise the specter of FOIPA in interviews and 
may never know, and therefore cannot document to what extent 
the FOIPA has been a factor in the interviewee's decision 
to be cooperative or completely candid in the interview, (U) 

3) Reduction in current information or 
potential informants resulting from 
present FOIPA disclosure policies. 
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GAO STUDY TO EVALUATE THE 
IMPACT THE FOIAPA ARE HAVING 

ON ]jA\\ enforcement activities 
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GAO STUDY TO EVALUATE TflE 
I IPACT THE Ti-OIiftPA i'RE IIAVIYG 
OY LAn E’,TOrCE'ir"T ACTIVITirS 



The thread runninfT through the above cited situations 
IS not a FOIPA release of information which identifies its 
contributor thereby causinr hin to cease furnishing infor- 
mation to the FBI, Rather, the common tliread is the fear in 
the source's mind that somehow because of FOIt>a his identity 
as an FBI source will be disclosed. Whether the sub7ective 
fear in the source’s mind is or is not grounded in fact is 
irrelevant to our purpose. The result to the U.S . Government 
is the same - deprivation of that information the source 
would have furnished. The only question is - is the fear in 
the source's mind reasonably founded, or are the sources 
whose cases are narrated above overreactmn to FOIPA. (II) 

It can safely be said that the average person does 
not understand FOIPA. In fact it can possibly be said that 
most lawyers do not understand FOIPA. Most people see the 
FOIPA as an 'amorphous mechanism that forces ^overment agencies 
to release all types of information that the agencv would 
otherwise rather not release. The fact that FOIPA applies 
to the FBI is all that most people know and is the fact upon 
which they make their decision to cooperate or not to 
cooperate. (U) 
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GAO STUDY TO EVALUATE TUE 
IMPACT THE FOIAPA ARE HAVING 
ON LAN ENFORCEMENT ACTIVITIES 



Tile answer is not to alter tiie disclosure process. 
The answer is to exempt F'-il criminal and security files 
from FOI^’A entirely. T^hen end only then will the American 
public apcain haye confidence in the intearity of FHI 
records and ’e willing" to step forward v'l th information. (U) 
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General Accounting Office (GAO) 
Study To Evaluate The Impact The 
Freedom Of Information Act (FOIA) 
And Privacy Act (PA) Are Having 
On Law Enforcement Activities 
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1) Information Exchange Between 
Federal, State and Local Law 
Enforcement 



Cla*sf 
OecEass‘<y 


the 


In recent conversations with two members of 
Metropolitan Police Department (New Scotland Yard) , in 
an investigation concerning copyright matters, these 
two policemen stated that they did not furnish all 
information to the Federal Bureau of Investigation as 
they h^ in the past due to the Freedom of Information 
Act. 

The New York City Police Department Intelligence 
Division has among its responsibilities the responsibility 
of gathering intelligence information relating to terrorist 
matters. They have developed through the years police 
officers acting in an undercover capacity who are targeted 
against certain bombing suspects. These suspects are the 
same suspects being investigated by this squad. On several 
occasions, officials of the New York City Police Department 
have expressed grave concern about giving the Federal 
Bureau of Investigation any information from these under- 
covers because of the FOIA. They feel that should informa- 
tion from these undercover officers be revealed to members 
of the public, their identities could easily be compromised 
and their lives placed in great danger. It is noted that 
they do furnish us with information from these officers; 
however, it is normally in abbreviated form and the amount 
of which is actually excised before being given to us is 
unknown. The amount of information being furnished is belU^ 
furnished because the officers involved are professionals. 


Ihls docu>)TOnt contains Claadfiiedby 

racpnnnendatlons nor ccnol’tsjnrs of Exempt from GDS, 
the FBI, It Is the prorortv of Date of DeclassUii 
the '-BI and i"? lor ed to yczr ogency ; 
it and Its corn ant 3 are not to bo 
distributed outside your agency. 
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However, should one of these undercovers be exposed 
because of the FOIA, it would probably be the last infor- 
mation we ever get from this source. 

2) Law Enforcement Personnel's 
Ability To Obtain Information 
From The General Public 


b7C 

Unlawful Flight To Avoid Prosecution (UFAP) Murder 
(00; Miami) 

New York 88-18188 

Associate refused assistance because he felt his 
name would be divulged. 


UFAP - Murder 
(00: Mobile) 

New York 88-15135 

One feunily member and one associate refused 
assistance because of fear their neimes would be divulged. 


Escaped Federal Prisoner 
(00: New York) 

New York 76-6126 

Four known associates stated during interview 
they feared their names would be divulged if they cooperated. 
Subject subsequently captured and received sentence of 
imprisonment for 95 years. 


Interstate Transportation of Stolen Property (ITSP) (F) 

(00; New York) 

New York 87-80957 

s 

In a recent investigation involving the fraudulent 
encashment of checks at the Banker's Trust Company, New York 
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New York, which had resulted in a substantial loss to 
that bank, the FBI requested the turnover of evidence in 
this matter, i. e., account signature card and original 
checks, and the bank manager insisted on a subpoena prior 
to releasing the documents. Subsequently, a high official 
of the bank told Special Agents that he could not understand 
the necessity of a subpoena since the bank was a victim and 
should not be hampering the Federal Bureau of Investigation's 
investigative efforts. 

This is an example of the frequent investiga- 
tive delays caused by confusion on the part of banking 
officials as to their obligations under the privacy laws. 

Unknown Subject; 

Theft of Seven (7) .45 Caliber Weapons 
From National Guard Armory, Queens, New York 
Theft of Government Property (A) 

(OO: New York) 

New York 52-12284 

Potential witnesses with information relative to 
the above-captioned theft were afraid to provide such informa- 
tion for fear that at a later date their names would or 
could be released under an FOIA request by the suspected 
thief. 

Unknown Subject; 

Harassing Telephone Calls Received At 
The Egyptian Mission To The United Nations 
Protection of Foreign Officials 
(00: New York) 

New York 185-755 

Due to FOIA/PA rcunifications, the New York Tele- 
phone Company procedures for access to subscriber information 
and toll records substantially delayed investigative activity 
in the above-captioned case. 


- 3 - 



i > ’ 


(00; New York) 

New York 90-183 

Inmate witnesses at the Metropolitan Correctional 
Center (MCC) , New York, New York, could not be convinced 
that their identities could be protected because of POIA 
legislation and refused to cooperate in an investigation 
concerning contraband sales of drugs and liquor by a 
federal correctional officer. Said witnesses feared 
reprisals by the correctional officer and her fellow 
officers at a later date. 


A squad involved in investigations regarding 
terrorist matters has been in contact with certain legitim ite 
enterprises regarding the possibility of starting a citizens 
reward program for the apprehension of certain terrorists now 
charged with terrorist activity, the potential sources of 
the financing of this operation have been extremely reluctant 
to cooperate because they fear their neimes will eventually 
become public and that they themselves will become the target 
of terrorist acts. Although these businessmen never speci- 
fically state that the FOIA is the source of their problem, 
it must be considered as possibly being one of their fears. 

This squad has been attempting to contact certain 
members of the news media in order to solicit their coopera- 
tion along with the telephone company's cooperation into 
legally determining possible locations being used by 
terrorists. Members of both the media and the telephone 
company have expressed a great reluctance to cooperate because 
they likewise are fearful of their identities being made 
known and their companies being the targets of terrorist 
acts. Certain persona contacted have specifically mentioned 
the FOIA. 


This squad is currently conducting investigations 
into allegations that members of the Church of Scientology 
framed an individual by Che name of | | by 

niailing a bomb threat and arranging cd nave ner indicted 
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for the bomb threat. Members of this organization are 
very litigation conscious and have often fil ed under the 
POIA. In January of 1978, ~~i a former 
member of the organization, expressed a great reluctance ^ 
to cooperate in the investigation because he knows that 
often church members file under the FOIA and he was afraid 
that any information he provided would be disclosed to the 
Church of Scientology and e ventually his cooperati on would 
be known. On March 2, 1978. 1 I also former 

members of this organization, expressed similar reluctance 
for the scune reasons. 


In the field of arson investigation, it is 
imperative that investigators have access to numerous docu- 
ments relating to fire losses that a subject has incurred. 

In an effort to secure this information contacts with all 
major insurance companies as well as the Fire Marshal 
Reporting Service have disclosed they will provide no informa- 
tion without first being given a subpoena. All of the above 
indicate that they have established this policy because 
they feel they can no longer furnish information of this 
nature to law enforcement agencies without the possibility of 
this being disclosed through the FOIA or PA. They advise that 
their legal departments feel that if a person learns that they 
have provided this information, they are then opening themselves 
up to civil suit for doing so. 

3) Reduction In Current 

Informants Or Potential 
Informants Resulting From 
Present FOIPA Disclosure Policies 


1 

p 

New YorK 
Bureau 



Source refused further cooperation because of 
fear identity would be revealed. 
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New York 


Source refused further cooperation because of 
fear name would be divulged. 


New York [ 

Afraid name would be disclosed. Refused further 

cooperation. 


K 




NOW iUfk I I 

PC, who was xn an excellent position to furnish 
organized crime information advised he would not assist 
because of the FOIA. 


New York 


Refers to personal hesitancy to divulge certain 
information because of the FOIA. 


f advised that she 
5xa 


would prefer “not to be recontacted by apecial Agents of the 
Federal Bureau of Investigation. Citing the increasing 
frequency with which details about contacts between United 
States intelligence agencies and their sources have appeared 
in the "New York Times," in other national publications, and 
on radio and television, the source indicated that exposure 
of her relationship with the Federal Bureau of Investigation 
could cause great personal damage to her p rofessionally, as 
well as catastrophic, perhaps fatal damage! 

I “ • 


bl 


[advised that he 




would prefer wt to be contacted in the future by Special 
Agents of the Federal Bureau of Investigation, because he is 
concerned that his identity may become revealed. He explained 
that he has read accounts in newspapers of Federal Bureau of 
Investigation informants' Identities being revealed as a result 
of court actions and/or thfe Freedom of Information Act. 
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subject was cooperative and informative 
*aiiu J.L way luill that he would be worth contacting in the 
future. When approached in this regard, the sub 3 ect stated 
that he did not wish to be contacted regularly by the Federal 
Bureau of Investigation and that his reluctance was based on 
the fear that his cooperation would become known and his 
business operation would then suffer.^ 

It is felt that the subject's fear was at least 
in part a result of common knowledge of current FOIPA dis- 
closure policies. 

Since late 1972, an individual had been providing 
information to the New York Office of the Federal Bureau of 
Investigation on a confidential basis. From the very inception 
of this relationship, this individual insisted that he would 
not testify in a court of law, nor did he expect the FBI to 
disseminate any information he had provided to another agency 
which could divulge his identity. 

In time, this individual was in position to provide 
information regarding top echelon, organized crime figures 
and top rate fraud schemes being perpetrated on the financial 
community. 


This source was extremely cognizant of current 
events in the law enforcement/ judicial areas which could 
affect him personally. During calendar years 1976 and 
1977, the New York newspapers, as well as other news media, 
were quick to sensationalize on the police/informant relationship 
and would attempt to identify confidential sources whenever 
possible. On these occasions, when an article would appear 
in a newspaper or periodical about confidential source who was 
identified, or when a judge demanded an informant's file to be 
produced in court, this source would discuss with his contacting 
Agents the Federal Bureau of Investigation's policy regarding 
these matters. 
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In late 1977, this source, who had continued to 
provide excellent information about organized crime figures, 
began to make himself unavilable to contact. When contacted, 
this individual insisted that he was no longer in position 
to gain the type of information in which the FBI was 
interested, and that he preferred no further attempts to 
contact him. The contacting Agents knows this source to be 
a con-man who has depended on this style of life as his 
means of support for the past ten years. He has no other 
mezins of earning a living, and he will continue to earn a 
living in this manner. Based on these facts, his contacting 
Agent knows that this individual will continue to be in 
a position to gain information in which the Federal Bureau 
of Investigation is seriously interested. 

At last contact, this individual stated that he 
was not going to cooperate with the Federal Bureau of Investi- 
gation because he did not have to. Through previous discussion 
he had prepared his contacting Agent for the eventual termination 
of this confidential relationship by constantly calling 
attention to his need for absolute confidentiality. 


4) Miscellaneous 


I- Fugitive; 

Et Ai ' 

BID 

(00: Chicago) 

(Bureau file 174-7277) 

(New York file 174-2545) 

On January 24, 1978, t his office received infor mation 
that one of the prime FALN suspects, ! . , . J 

was applying under the FOIA. Sources close to | j advised 

that he was applying because he wanted to see what agents 
were working on his case and what the Federal Bureau of Investi- 
gation knew about him. It is only by chance that the Bureau 
learned of his request. It is noted that he applied at 
Washington, D, C., and the New York Office, which is the 
office investigating him as a suspect, was never even advised 
of his application. The information which was furnished to 
him under the FOIA-PA was really of little significance; however, 
the New York Office is unawkre of how many other suspects in 
pending matters may have applied and have gotten information 
which may have jeopardized our investigations . 


. c(ptei 
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Much of the investigation being conducted by 
the New York Office bomb squad involves the FALN, which 
is bombing allegedly to further Puerto Rican independence. 
Recently, many newspapers, especially Spanish speaking 
newspapers, and radical pamphlets have carried articles 
pertaining to the Bureau's investigation into Juan Mari 
Bras and the Federal Bureau of Investigation into the 
Puerto Rican Socialist Party (PSP) . These articles 
contain actual Bureau letters, reports and other serials 
which when published in a very edited form tend to show 
FBI investigation into these areas in a very unfavorable way. 
Agents, when attempting to contact people regarding 
Puerto Rican independence, are now faced with comments 
that we are not in fact investigating terrorist bombings, 
but rather conducting investigations in order to end the 
Puerto Rican Independence Movement. People making these 
comments often support their accusations by commenting on 
similar newspaper articles. 

Because of the FOIPA, the general public now 
believes it has a right to all information. In the 
UNIRAC investigation. New York 183-340, articles detailing 
the thrust of investigation and the identities of a 
source as well as an undercover agent appeared in the 
New York Times. This information has endangered the lives 
of the source and the undercover agent. 


Sources who were willing to wear a body recorder 
are more reluctant to cooperate because their names 
could be made public because of an inclusion of 
their names into the Elsur Indices. In a case involving 
a well known sports figure, who wore a body recorder, 
sufficient evidence was not obtained to prosecute the 
subject; as a result of the investigation, the individual 
could be identified through Elsur Indices and his life 
could be in jeopardy as a result of these disclosures. 
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GEi'ERAL ACCOUNTING OPFICn STUDY 

TO evaJjUATe the impact of the 

riU^EjIOM OF INFORMATION ACT (FOIA) 
AND PR^'^ CY ACT (PA) 

ARE DAN " .G ON LAW ENFORCEMENT 
ACTIVr-j lJS 


The follo\/inq information is set forth by the Newark 
Office of the Federal Bureau of Investigation {FBI) to comply 
v/ith instructions in Bureau airtel to Albany, dated May 3, 1978, 
and captJoned as above. 


1. Information Exchange Between Federal, State 
and Local Law Enforcement Agencies 


The various Federal investigative agencies such as 
Naval Investigative Service, Office of Special Investigations 
of the Air Froce, Military Intelligence, etc., use different 
guidelines as to the application of F0I7v and PA matters. The 
effect of this has been shov/n most strongly at the regularly 
scheduled meetings of the Interdepartment Intelligence Con- 
ference, for Southern New Jersey, generally held at Trenton, 
New Jersey. Attendees at these meetings have stated that they 
are reluctant to discuss mutual or co.'imon techniques and acti- 
vities in the intelligence gathering field because of the pro- 
blems such discussions may generate under FOIA or PA. 


As recently as May 16, 1978 , I 
Union County Prosecutor's Office, Elizabeth, New Jersey, 
stated that the FOIA definitely had an erosive and negative 
effect on the avaa lability of information that local sources 
would pass onto him j n which the Federal Government had an 
interest. He stated that local sources will often hesitate 
or not provide informataon because of the fear of disclosure 
through roiA. PA, 


This document contains neither recommendations nor 
conclusions of the FBI. It^is the property of the FDI and is 
loaned to your agency; it and its contents are not to be dis- 
tributed outside your agency. 
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GENERAL ACCOUNTING OFFICE STUDY 
TO EVALUATE THE IMPACT OF THE 
FREEDOM or INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 


CONfISENTIAL' 


As a specific caso> he cited Newark case captionod 


stdt.ed that his sources and contacts in the Cuban community 
were reluctant to provide information in this Federal case and 
others because of the fear of disclosure. 

Local law enforcement agencies are aware of the 
FBI's attention to recording all information received from them 
and thus appear more guarded in the information they are willing 
to disseminate to us or, in some cases, simply refuse to bo 
candid . 


A recent Newark National Academy case involving 
I \ clearly underlined the con- 

cern of a protected source to identify hnmself as the source 
of derogatory information and who clearly stated that he was 
aware that Nisi yoccia would have access to t his information 

through FOIPA. I ■{■r.4-nv- 

viowed simply refused to be candid regarding I due to 

their awareness that the divulgence of such information would 
be cause for personal reprisals. 

In another suitability type investigation, a local 
police department refused to make a record check on the appli- 
cant's brother without a \;aivGr from the brother, because it 
was believed there was a possible FOIA or PA violation. CF 
Newark file 116-45184. 

2, Law Enforcements Ability to Obtain Information 
From the General Public 

Newar k File: 29-7791, reflects that a key witness, 

I t involved in a chock kiting scJieme, is also 

involved with loansharks. She is not being fully cooperative 
in this case, particularly in identifying the loansharks v;ith 
whom she is dealing, inasmuch as she has a fear of the loan- 
shark learning about her talking to the FBI by his use of the 
FOlPA. 
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The above information was summarized from Newark 


files! 


ion wa 


3. Reduction in Current Informants or Potential 
Informants Resulting From FOIApA Disclosure 
Policies 

hz 

During 1977, Newark informants b7 

have indicated that the rOIPA, as they understood it, has mace 
them very v/ary of any guarantees of continued protection of their 
identities if they become the subject of an FOTPA request. 

They have stated they will terminate their relationship with 
the FBI in the future and that they continue their present 
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TO EVAI-UATE THE IMPACT OF THE 
FREEDOM or INFOIWvTION ACT (FOIA) 

AND PRIVACY hCI' (PA) 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVrn LS 


activities only because they trust the Agent who handles them 
will protect them iron unwarranted exposure or harassment under 
the FOIPA. bl 


rc;/r- 
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^ stated that he was concerned over 
whether t2io FBI maintafnod a file on him a nd. where the FBI 


would cha 


nnel any information he might giv j ~ 

J^This individual further stated that he had read 

^ 1_ _ ^ T _ ^T_ ^ T - . ^ ^ ^ ^ 1 * ^ ^ ^ ^ m 


] 


many newspaper articles wherein FBI sources were being revealed 
and ho was concerned about the revelation of his identity and 
his association v/ith the FBI.^^ 

I — 

1 I advised an 

FBI case Agent that he lacked confidence in t he FBI * s ability 
fn nrnfrrM Hic; ■l_r^ont•^^v rorrnrrl'tnrf i n f ^ i I 




A criminal informant who furnished very significant 
information in Newark file 26--61182, a ring type case, advised 
that he fe£iied for his life after reading of disclosures made 
under the rOlPA as sot forth in various Nov; Jersey newsnapers 
and as a result this source \/ill no longer furnish information- 
that IS singular in nature. 


4 , Miscellaneous ; 


From the point of view of the Newark Office of the 
FBI, the impact of the FOIAPA is real and in no way just a 
matter of peiception, 

Piior to tlie POJPA, a rapport existed with substantially 
all the banks in the State of New Jersey, whereby information 
concerning transactions in dopositors accounts and other infor- 
mation concerning depositors was made available to the FBI without 
tlie use of a subpoena. This was helpful for lead purposes 
and to determine if, in fact, the bank had information that 
should be subpoenaed for trial purposes. Banks will no longer 

COI^tHbENTiAL 
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furnish information on this basis but require a subpoena for 
all their records . 

Increased demand for subpoenas by banks is obviously 
attributable to the FOIFA inasmuch as the bank fears that their 
cooperation, if divulged, would be represented to the public as 
an unethical business practice and thus would be counterproduc- 
tive to their image and their business. 

The advent of casino gaming in New Jersey has 
created a significant law enforcement problem in that 
organi?.ed crime infiltration of this industry must be curtailed. 
As a result of FOIPA, the FBI has been severely restricted in 
attempting to assist local and state authorities as to suitaMo 
applicants for jobs in this industry. Newark has been requested 
by the Casino Gaming Commission for the State of New Jersey to 
provide name checks. Because of possible Privacy Act disclosure 
the FBI could be liable and accused of providing information 
which prohibited the applicant from obtaining a job. Therefore, 
no assistance can be given in this area. 

In the final analysis as to the impact of FOIPA 
provisions upon the mission of the FBI to investigate violations 
of the laws of the United S cates, it can only be said that the 
impact is that of a negative force. 

The FOIPA has eroded the public’s confidence in 
the FBI to maintain the confidentiality of their cooperation as 
a matter of course. It has increased the amount of time necessary 
to conduct an investigation thereby costing the tax-paying 
citizen. It has required that many investigative agents be 
assigned to basically non-investigative duties in order that 
requests under the FOIPA be handled within the very short 
statutory period given to reply to that request. It has had 
a chilling effect on the use of cne of the most powerful ad- 
juncts of the investigative profession, the informer, by 
stiff ling the fear of exposure those who would come forward 
with the information concerning the commission of criminal acts. 

That there is no doubt FOIPA has hurt the FBI's 
ability to investigate. 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OP 
INFORMATION ACT <FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIJ 
FOIPA MATTER 




REDUCTION IN CURRENT INFORMANTS RESULTING FROM 
THE PRESENT FOIPA DISCLOSURE POLICY 


The PhoeniJi[_Iljjii5iCj;^_t£CfillilJi_cllia£d.^ 
valuable FBI asset F 


b2 

b7D 


as a direct result or tne IRaOlllty dlie to me fuipa 
to make and grant an express promise of confidentiality 
to the asset. Xu; 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF, etc. 



he believes would subject him to severe bodily harm 
in reprisal for his furnishing information. 


bl 


< 2 . 


INFORMATION EXCHANGE 

The Phoenix Police Department, Intelligence 
Unit, has recently promulgated a policy of no exchange 
of organized crime information with the Phoenix Office. 
This is clearly not due to a lack of trust, but has 
been explained that it is due to the possibility that 
the information furnished may at some future time be 
disclosed under the Freedom of Information Act or 
Privacy Act. 

The above is also the policy of the Tempe 
Police Department Intelligence Unit. 





GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF, 
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In this same regard, Arizona State University • 
officials have adopted an official policy of non-cooperation 
with our investigators since the Freedom of Information - 
Privacy Act. This policy is carried out at all levels of 
the University's administration. Prior to the Freedom 
of Information - Privacy Act, the University was 
most cooperative. 


investigative clerks of the Phoenix Office 
have experienced some difficulty in obtaining Police 
Department files for review when made upon proper 
request. This situation was due to confusion and 
misunderstanding of the Freedom of Information - Privacy 
Act upon the part of the supervisor of the Phoenix Police 
Department Identification Division. This situation has 
been since rectified by the Phoenix Division staff who 
met with this supervisor and clarified any misunderstanding 
he may have had relating to the Freedom of Information - 
Privacy Act disclosures. 
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This document contains neither recommendations 
nor conclusions of the FBI. It is the 
property of the FBI and is loaned to your 
agency; it and its contents are not to 
be distributed outside your agency. 
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UNITED STATES DEPARTMENT OF JUSTICE 


FEDERAL BUREAU OF INVESTIGATION 

Chicago/ Illinois 
June 27, 1978 


ConTi^tial 


GENERAL ACCOUNTING OTFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (POIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 


Reference is being made to Bureau air tel dated 
June 16/ 1978, advising of the captioned GAO study. 

The following exan^les of the effect of the FOIPA 
legislation upon Federal Bureau of Investigation (FBI) 
investigative efforts in the Chicago Division are being set 
out for possible legislative attention regarding this matter. 

1. Information exch«>ge between Federal, state 
and local lav enforcement agencies: 

Any hesitancy in inter-agency discussions concerning 
FOIPA discussions is believed to be the direct result of 
confusion surrounding the provisions of the Act itself* 
especially following publicised newspaper accounts of FOIPA 
revelaticms. Any specific documentation to support this 
contention is unavailable at the present time, although one 
recent FBI encounter with a former Assistant United States 
Attorney (AUSA) is perhaps pertinent in this regard. 

a-a* < T 

In response to an FBI inquiry concerning applicant- 
suitability matters, tills attorney confided that significant 
information, meaningful but derogatory, would not be forth- 
coming concerning the applicant because of the FOIPA. When 
pressed by the FBI Agents upon this point, the former -AUSA 
stated that he himself would counsel his clients not to 
furnish the FBI with derogatory information because "you 
cannot even protect Ring Hussein.” 



This document contains neither recommendations nor conclusions of the 
Federal Bureau of Investigation. It is the property of the FBI and 
is loaned to your agency; It and Its contents ore not to be distil** 
buted outside your agency. ^ ... 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFOBMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 



2 . Law ^forcement personnel ’ s ability to 

obtaininfomiatAon from the general public; b7C 

On May 23 , 1978 . a Special Agent of the FBI contacted 


reluctant to f urni sh «nv hanka ronnd information regarding 
former employee J H d regarding 29-6292. She 

related she would gladly verify his dates of employment/ 
however/ beyond that she felt that she may have trouble 
furnishing any addition^ll information because of the Privacy 
Act. 


She stated she would have no problem in releasing 
the information if the subject J ^ authorized the 

release of same. 


3. 




I 


Reduction in current informants or potential 
infonnants resulting from present FOIPA 
diaclo^re poliaietB: 



New Left 
Chicago Fil 
Bureau File 


^ cap) 
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vms recontactec after it was aisooverea rnar nxs 
uaUKyrc^nd was such that it was obvious that he could develo p 
information of value concerning! I 




^ He acknowledged that this was time? however. 


he stated that due to the FOIA he no longer believes that 
FBI Agents can assure hie complete protection even though ha 
feels that the Agents themselves will make every effort to 
do so. The source also cited recent court decisions/ particularly 


ft 1 


2 
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GENERAL ACCOUNTING OFFICE (GAO) STUPY 
TO EVALUATE THE IMPACT THE PREEDCM OP 
INFOBMATION ACT (POIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 


those in the SWP law suit which hava-convinee d him that 
his identity cannot be protected. I I 


b and that the FOA and 

similar laws and court decisions v«re the primary reason for 
such. Re noted that disclosure of his identity would most 
assuredly cost him his life. ^ 
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f B1 used A)lack judge 


to discredit Muslims 

« 


By Rob Warden 

CHIEF JUDfiE James B Paramit af 
US District Couit was “utilized” by the 
FBI in a countennteltiRcnce program to 

discredit the Black Muslims in the iseos. 

' according to bureau documents obtained 
by The Tribune 

The documents, released under the 
US Freedom of Information Act, are 
memos to the late FBI Director J Ed> 
gar Hoover from Marlin W Johnson, 
qiecial agent m charge of the bureru's 
Chicago office at the time 
The memos say Parsw, at FBI's be- 
* best, repeatedly cnticized the Black 
Muslims, then known as the Nation of 
Islam, as racist and violent 
Parsons, C6, the first black ever 
named to the federal bench, denied 
Thursday that the FBI asked him to 
make the statements 

, "IT IS TRUE that I sought Informa- 
tion about the Mus&ms from the FBI 
and that there were occasions quite ear- 
ly m the '60s when I was critical of the 
^ Muslim movement, but under no cu*- 
cumstances did the FBI ever ask me to 
speak ’ he said 

One of the memos, dated Jan 22, 1969, 
says m part. "Over the years constdera- 
ble thought has been given, and action 
taxen with bureau approval, relating to 
methods through which the NOI [Nation 
«f IslamJ could be discredited m the 
eyes of the general black populace or 
tl^ugh udiich factionalism among the 
leadership could be created 
"Factional disputes have been devel- 
oped— (he most notcnbic tsici being 
Malcolm X Litllc Prominent black per- 
sonages have publicly and nationally 
apidcen out against the group— U S. Dis- 
’ tnct Court Judge James Benton Parsons 
bemg one example 

"Qiicago, as (he bureau is aware, has 
I always been on the alert for methods by 
lAlch the NOI could be directed or dis- 
nqnted As is evidenced by the present 

• cooperation with Parsons this policy 
eontmues” 

ANOTHER MEMO, dated Dec. 12. 

1968 , says that “Chicago continues to 
mamtam perwdie contact” with Par- 

• sons, who was “approved by the bureau 
for counterintelligence usage aometime 
ago." 

Pataons, the memo adds, “will cer- 
tsinly eontaiue to apeak out in audi 



Judge James Parsons 


fashion and the contact^ by Chicago 
productive of such will continue.” 

A third memo, dated Aug 29, 1969, 
says that “several years ago Chicago 
utilized a local federal judge to speak 
out against the NOI He has not been 
utilized in this regard since the murder 
of Malcolm X Little as it was not the 
bureau’s desire to invotve him m a 
name-calling contest ” 

Parscais, mterviewed by telephone in 
Delavan, Wis. where he was attendmg 
a judicial conference Thursday, said he 
has “no reaction” to the statements in 
the memos "To me tho language ‘uti- 
lized IS understandable, but from a pi> 
lie standpoint it will not be understood 
*T think the documents reflect (he fact 
that I had been threatened back m 'Ij3 
by the Muslims I was anxious to be 
constantly informed about them, and I 
had a complete FBI file on them At no 
time did anybody ask me to speak out 
agauist or U 2 « my mfluence agamst any- 
one. I am responsible for what I said ” 

THE THREAT, Parsons said, "was 
that I was to be physically discipbned " 

He said the threat was sot made tii* 

rectly to him, but that he learned about 
it from the FBI. "Frankly, I was quite 
fnghtened when it occurred,” he said 
He said his view of the Mu^uns has 
changed and he no longer criticizes 
them. 
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teriiiied' radio 
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. iWESLEY W. Sooth, Chfcafo'a well^ 
l]lowa black radio personality and ]o'jt' ' 
ntfist, was designated a “potential se,-u- 
r^'Mortnant” by the Federal Bureau 
a Bivestigation m 1963, according taa 
' docnment released under the Freedom 
of Information Act , 

*Hie FBI’s official definition of a po- 
tential security informant is an ‘‘inoi^'id- 
nal in a position to become actne m or 
dosdy connected with a subversive or- 
. ganization or intelligence activities and 
making an affinnati\e effort to obtain 
- and finish current information to the 
FBI.'* _ 

Son^ 59, host of “Hotlme," a popular 
tatn night talk snow on radio station 
^‘ON, and former columnist for the 
fffaicajm Ameman, said he never clid 
iWUung that would meet that defni- 

'■^"THIS IS an outrage, really mcredb* 
'ble," he said “I’m wondering if this is 
•unetlung to smear me. Maybe they did 
this just to hurt someone who has been 
against them all these years ’’ 

An FBI spokesman In Washmglon said 
the bureau erred m failing to delete 
South's name from the document before 
ft was released. The spokesman would 
not comment on South’s statement about 
• possible smear. 

Falsely identifying persons as infor- 
mants was a frequent techmque in the 
FBI’s countenmelligence program 
. against black activists m the 19C0s, rec- 
show 

. memo contammg South’s name 
ml from the late FBI director, J. 

Hcoier, to Marlm W Johnson, soe- 
cLit agent in ^arge of the bureau s vim * 

. cs^o ^ice. It was dated Dec. 12, 1963,; 

\ j 

IT SAYS: “.Anthonty granted to desig* 
nata captioned individual [South] a bu- 
reau-appnned PSI [potential security 
informant] and to proceed to develop 
him as a security informant ... 

• **ln view of subject's wiUrngncss to 
' assist your office m a confidential as- 
signment. and his evccllent potential, it 
i i suggested you copsidcr protecting his 
Identity with a symbol number at ‘an 
I udy date ’’ I 

South said he recalls two meetings 
(fad, several telephone contcrsdtuws 


* ’ • r 

with FBI agents, wliose names he does 
not remem^r. He said he was polite^ 
but “didn’t co-operate" and, in fact, wa^ 
witjcal of the FBI on the radio , 

: ''After the Democratic National Con- 
cnion m 1968. the FBI came and askel 
ms some questions about someone wliop 
had been on my show,” he said. “I 
talked to them 20 mmutes or a half hour., 
or maybe even longer, but I didn’t tell 
them anvthinc ’’ 
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2) Ascertaining Financial Ability case, 
Dallas file number not known. 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF INFORMATION 
ACT (FOIA) AND PRIVACY ACT (PA) ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES; 

FOIPA MATTER 






1) A potential witness, who was managing a 
railroad yard in a city in Texas, advised a Special Agent 
of the Dallas FBI Office that he had information concern- 
ing illegal activities concerning excessive billings which 
were obtained through the influence of the president of 
the company. This witness would not furnish the informa- 
tion unless upon the issuance of a subpoena to testify in 
a court of law, for fear of losing his ]ob and subsequent 
family security. This individual expressed himself in 

such a manner to reflect lack of confidence in the integrity 
of governmental records to protect his identity. 

2) An individual, in a position to know infor- 
mation about a federal government debtor, stated to a 
Special Agent of the FBI, Dallas, Texas, that she would 
not furnish any information because otherwise the infor- 
mation furnished and her identity could appear in the news- 
papers. She made reference to all the information that 
was being divulged in newspapers as a result of FOIPA 
requests. 

3) E? individual, who is in a position to i \ 

furnish possible foreign counterintelligence information, 
advised a Special Agent of the Dallas FBI Office] that it ^ 

is his opinion that the federal government could not ensure 
him confidentiality in view of the constant scrutiny by 
Congress of the FBI an J I and the subsegueRt news media *=*2 
leaks. This individual also stated that he would be fear-. . 
ful that his identity could be revealed through access to 

This document contains r?ithor recommendations nor 
concliisioro o c f- J ;{ ,s i.-;:; p.'Operty of the 
FBI ard is It and its ■ 

ccnterilj are not xc uj (..suioufecJ oittsiJe your 
agency * 




records tiy fhe public througlm POIPA legislatxon as -well 
as extensive civil discovery proceedings as exemplif ied 
by the SWP civil lawsuit, in addition to the ^ove.'^ _ 
this individual was concerned with former intelligence 
agency officers publishing books and jeop'drtizing the 
confidentiality of sources. In view of the above, this 
individual refused to cooperate and stated that if the 
disclosure climate would have been more restrictive as 
it was several years ago, he would have been more than 
willing to cooperate. 
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UNITED STATES DEPARTMENT OF J^JSTICE 


FEDERAL BUREAU OF INVESTIGATION 
Cleveland, Ohio 
June 29, 1978 


CONF 




TIAL 


GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
-ON LAW ENFORCEMENT ACTIVITIES 


All paragraphs in this communication are unclassified 
except where otherwise noted. 

I . Law Enforcement Personnel ' s Ability 
to Obtain Information from the 
General Public 


UFAP - DRUG LAW VIOLATION FUGITIVE 
(00: CLEVELAND) 

Cleveland file 88-11549 
Bureau file 88-71300 





I 


Cleveland Federal Bureau of Investigation (FBI) Agents 
wanted to check the records of a hospital in the Cleveland, Ohio, 
area for information regarding the above fugitive's location. 

Citing privacy restrictions, this hospital advised that the re- 
lease of such infojnnation would require the issuance of a subpoena. 
As a result , thp, inf ormation was not obtained by the Cleveland 

n is still currently a fugitive. 




Agents , and 


B, 


] 


BANK ROBBERY - FUGITIVE 
(00: BALTIMORE) 

Cleveland file 91-11528 
Bureau file 91-59443 




Cleveland FBI Agents checked with the Ce nter f or Human 
Services for information regarding the location of I I an 
armed and dangerous fugitive. The Center was ve ry hesit ant 
initially to volunteer any information regardinq l .„nnrrii-ion 

due to the Privacy Act; but, after being convinced tha i I was 

a very dacaerous individual, the Center volunteered the informa- 
tion tha wa s currently staying at a local YMCA, where he 
was apprehended by FBI Agents. 
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GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 


conMntial 


C. I I aka 

UFAP - GRAND THEFT FUGITIVE 
(00: CLEVELAND) 

Cleveland file 88-12560 

Bureau file 88-78271 ^ 

Citing the Privacy Act, the Cleveland Cr edit Burea u 
personnel refused to furnish infoirmation regarding! | 

address and emplo yment, which could have enabled thS FBI td' 
apprehenq j The Credit Bureau advised that such informa- 
tion would Pe released to the FBI only upon the issuance of a 
subpoena . 


{bo : CLEVEL7 
Cleveland f^ 
Bureau fileP 


I Cleveland fi] 
/ Bureau f il^_ 


iCo ^ 

ci 



Although neither the Federal Privacy Act nor the Ohio 
Privacy Act affect the institution, the sensitive issue of privacy 
regarding college students has caused school officials to prohibit 
the dissemination of information from school records without the 
written consent of the student. 


The above source, in the 

and detailed background infbrmatior 


^st, has furnished valuable 
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I 


3 * 






document f _ifi_ 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Alexandria, Virginia 
June 30, 1978 

Fit« No j 

CONflfiPTIAL 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT MATTERS 



In Rtpfy, Please Refer to 


1, Information Exchange Between 

Federal, State and Local Law 
Enforcement Agencies 

No instances have come to the attention of the 
Alexandria Office of the Federal Bureau of Investigation 
(FBI) which would indicate that the Freedom of Information 
Act (FOIA) or Privacy Act (PA) have militated against the 
exchange of information between Federal, State and Local 
law enforcement agencies. 

2. Law Enforcement Personnel’s 
Ability to Obtain Information 
from the General Public 



Allegations of Political Activities 
by Unregistered Iranian Government 
Agents, Washington, Do Co 
November 13, 1977 - November 17, 1977 
Foreign Agents Registration Act - Iran 
(Office of Origin: Washington Field) 

Alexandria file 97-23 
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FBI and is to 

It and Ua contents are not to 
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RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY 

TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT MATTERS 


(c- T ' 


B noting that if 

additional information were furnished and tnis were disclosed 
under the FOIPA, action could be brought against the travel 
bureau, which might result in substantial loss of business due 
to bad publicity.^ 

ITnTfnr.un o 1 oo j<-nr>i.Tn 3^3 

Interstate Transportation of Stolen Property (ITSP) 

Alexandria file 87-3206 

Unknovm Stibi ect also known as 

iiSP * 

Alexandria file 87-3294 


Officials of the Clarendon Bank and Trust Company 
and the First American Bank have refused to divulge information 
regarding checking accounts at their banks in situations 
wherein they have not actually sustained any losses as a result 
of transactions which constitute ITSP violations. Bank officials 
appear to be concerned for the privacy of their customers and 
fear that the customers could learn of any such situations 
from files of the Federal fiureau o£ Investigation. 
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CONf^^ENTlAL 

RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY 

TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT I-IATTERS 


3. Reduction in Current Informants 
or Potential Informants Resulting 
from Present FOIPA Disclosure Policies 


No additional instances or information regarding 
this topic have come to the attention of the Alexandria 
Field Office. 
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GLJlRAL ACCOuuTIIjG OrFICL (GAO) STUD^ 
iO L\/ALLA1 jl ThL IHPACT TrlL FRLEDOM OF 
INFORMATION ACT (FOIA) AaD PRIVACY ACT (PA) 
ARL having on LA^.' LimTORCLHENT ACTIVITIES 
FREEDOM OF liiFORKATIOiJ PRIVACY ACT ‘^ATTER 


All information set fc^th below is classifiea 
confidential unless otherwise s/T^ifieo. 


m 
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1 Following a dis- 
cussion or rne inciaenxj ^suggestea cnat this individual 

should perhaps contact trre federal Bureau of Investigation (FBI), 
and furnish that agency a detailed account of his activities. 

The individual refused explaining tnat recent newspaper articles 
nad convinced him that the Ful might not ne able to prot ect iiis 
identity. Since the individual anticipated entering the | lI CC J 

profession, he thougnt it highly probable that such exposure ^ ■' 

might preclude or complicate his career. tie declined to be 
introduced to FBI Foreign Counterintelligence representatives 

CONfyfENTIAL 

Classified by 1665 
Exempt fromyGDS, Category 2S3 
Date of Declassification Indefinite 
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This document: contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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C QNFIDENT I A L 
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General Accounting Office (GAO) Stud’- to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on La.; Enforcement 
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1) Information Exchange Between Federal, State 
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities POIPA Matter 


I 


2) Law Enforcement Personnel's Ability 

to Obtain Information Prom the General 
Public 


TJPSF 

NY file 88-18123 


During the course of this investigation, a hotel 
doorman, employed at a hotel in Manhattan, was contacted 
regarding the fugitive's whereabouts. This individual 
appeared to have knowledge of the fugitive, but stated that 
he was afraid that his identity would be revealed if he 
assisted the FBI. The doorman advised that he had read 
in the newspapers that FBI Informants could be revealed 
and, therefore, he would afford no assistance. All efforts 
to convince this man that his name v/ould not be revealed 
were to no avail. (U) 


In attempting to locate a badly wanted fugitive 
being Investigated by the PBI/DEA Joint Task Force, NYC, 

NY, I I had related that he was personally acquainted 

with this individual. This source advised that although 
he had seen the subject recently and he desired to aid the 
FBI, he was reluctant to assist for fear of compromising 
his Identity under the new Federal laws. (U) 


Seafarers International Maritime Union in 
Brooklyn, NY, will no longer provide information to law 
enforcement agencies unless served with a subpoena. (U) 

3) Reduction in Current Informants or Potential 

Informants Resulting from Present FOIPA Disclosure 
Policies 
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities FOIPA Matter 
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] (former) stated she had read 


an article in the New York Post by William F. Buckley/ Jr./ 
which in effect stated that as a result of the FOIPA, A 
OS judge was about to rule in the civil suit brought 
against the FBI by the Socialist Workers Party (SWP) that 
the identities of Bureau informants aaainRt j ^2 

the SWP were about to be made public. | |was a 

member of the Young Socialist Alliance (YSA) and the SWP durb7D 

1975 and 1976, and held various minor positions in the SWP. 

I ' ' " ‘ o/u 

reported regularly to this writer 


^ 7 ^ 


She 


After reading the Buckley article, the informant 
was quite distraught and told this writer she felt SWP 
members would take out some form of revenge on her should 
her identity and former association with the FBI be disclosed 
as she was sure it would. She said at one point she "might 
just as well go t^work for that judge" (who ruled against 
FBI in SWP case) She stated that when she agreed to join 
the SWP to report to the Bureau, she felt her identity would 
never be disclosed by the FBI. This writer assured her that 
her name was not among the names of those whom the SWP was 
seeking to make public, and that in effect, even those 
informants* names had still not been compromised even though 
the ruling was unfavorable to the FBI. Source was finally 
re-assured her identity would not be publicly disclosed; 
however, had her name been one of those the SWP was seek to 
identify, extreme cnn■c!■^>a^rna■^■^rjn would have certainly been 
brought to bear on I j as evidenced by her fears 

voiced to this writer. 
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Evaluate the Impact the Freedom of Information 
Act/Prlvacy Act are having on Lavj Enforcement 
Activities FOIPA Matter 







I 


CON E N T I a L 


General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act /Privacy Act are having on Law Enforcement 
Activities POIPA Matter 


luctance to furnish information because of a stated fear 
of their identity being disclosed at some future date 




An example follows : 


bl 


I I 

An Agent of the NYO advised that a source of his 
who formerly provided drug, loansharking, and other organized 
crime-related Information now Is most reluctant to provide 
this type of Information because the government can no longer 
provide for his security. The Informant specifically stated, 

"If any organized crime figure knew he was talking he would 
be killed immediately". (U) 

An organized crime Informant has recently expressed 
great concern over the recent decision by the Supreme Court 
not to hear a government appeal on a lov^er court ruling, 
ordering the Justice Department to turn over Informant files 
to the Socialist Workers Part;.. The source is of the opinion 
that it is onl^’ a matter of time before criminal informant 
files are made available under POI-PA. The informants 
productivity has recently decreased as a result of the above. (U) 

Several attempts have been made to re-open an in- 
formant who, in the past, had been extremely cooperative and 
productive. This Informant was closed due to a lack of 
production and all attempts to persuade him to one again aid 
the Bureau have been negative. This Informant refuses to 
cooperate again due to his belief that his identity and the 
fact that he Is cooperating cannot be kept secure due to 
FOIPA disclosure policy. (U) 

It Is realized that the above is probably repetitive 
however, is being submitted for your Information. (U) 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
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Sacramento, Calxfornxa 
^ ^ July 11. 1978 


(^a«=7^«^W^0N^lb^NTlAL 

General Accounting Office 
Study to Evaluate the Impact 
The Freedom of Information Act (FOIA) 
and Privacy Act (PA) is having 
on Law Enforcement Activities 

The following are examples submitted by the 
Sacramento Division agents regarding adverse effects of 
the Freedom of Information/Privacy Act (FOIPA) : 




On April 11. 

. 1978. an individual was contacted 


who was the 1 

1 (Subiect 

‘ 

was a fugitive wanted 

for Unlawful Flight to Avoid Prose- 


cution - Fraud, and after hxs arrest on April 12, 1978, was 
indicted on a federal kidnaping charge and a local homicide 
charge.) The father was in a unique position to furnish 
information regarding subject's location; however, a few 
hours after he was contacted by the FBI, subject appeared 
g at the father's home and the father not only failed to advise 

the FBI, but also assisted in subject's attempted escape by 
loaning him a car. 

On April 11, 1978, a second contact with the father 
by Bureau agent (and before subject was arrested as a result 
of information developed from another source) , the father 
stated he had assisted subject because he could not trust, 
and did not believe statements made by the FBI regarding 
subject because of the recent publicity about the Bureau 
(all as a result of the FOIA) . 

As a result of help given subject by the father, 
subject was not arrested until he had traveled 100 miles in 
an attempt to avoid arrest. 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 

IS HAVING ON LAW ENFORCEMENT ACTIVITIES 

On May 6, 1978, Sa I . Veterans 

Affairs trailer located on tne campus ot California State 
University at Sacramento, did request from a Veteran Repre- 
sentative certain veterans course registration and application 
files. At that time he produced the files of three indi- 
viduals and said that if more files were needed he would 
gladly provide them. 

A subsequent visit to review additional records by 
SA| [revealed that the Registrar, California State 

University, had been informed of the records review of May 6, 
1978, and advised that since the V.A. trailer was located on 
campus property and that the files may contain student infor- 
mation of a private nature, school authority was needed before 
further access could be permitted. He further advised that 
the school could not permit a review of the files without 
direct permission of the student or through subpoena. He 
stated that there were no V.A. regulations regarding access 
to said records and that on several previous occasions they 
had been examined by outside agencies . 

The California Junior College Legal Counsel feels a 
problem exists regarding the release of student records even 
when an agent is in possession of valid release forms from 
the student. 



An FBI applicant furnished a release to secure all 
personal and financial records by the FBI. Wells Fargo Bank 
refused releasing the information with or without a release 
because of Right of Privacy. 


The November 29, 1977, edition of the Sacramento Bee 
carried a lengthy article concerning FBI investigation of the 
SDS and New Left during the period around 1970. This article 
contained direct quotations from internal sensitive documents 
emanating from both the Sacramento Office and FBIHQ as to the 
effectiveness and extent-Qf informant penetration 
both on and off campus t^'/During that critical perio^_ 
was the foremost source oF any law enforcement ageri^' Ih fhS 
Sacramento area. The article prompted an immediate flurry of 
conversations and telephone calls from former members of the 
SDS group to the source in 'an effort to identif)^ the person 
who had infiltrated the g^oup^^^J 
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GENERAL ACCOUNTIfJG OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 

IS HAVING ON LAW ENFORCEMENT ACTIVITIES 

The source felt that this was an unjustified 
disclosure of confidential information furnished by him 
which could conceivably result in jeopardy to his reputation, 
employment and personal safety 

It IS noted that the above group was small, cohesive, 
and carefully screened any additional members. Should several 
of these persons in concert write for disclosure of their 
files, it would easily result in compromise of source, who 
still reports on the Sacramento Chapter of the Northern 
District of the CP in California^ I bl 

— ) 

A highly sought-after fugitive, wanted for fraud 
and possible murder, was living under an assumed name in 
Redding, California. Three Congressional inquiries had been 
made regarding the status of the case because of notoriety 
of the subject’s prior activities in the Washington, D.C. 
area, and false government identity used in his assumed 
identification. Subject was perpetrating a new multi-hundred 
thousands fraud when agents became aware of his new identity 
and possible location. Contact was made at his bank and the 
manager was made aware of his status, but notified the 
subject, and his rationale for his act was because of FOIPA. 

The subject fled but was apprehended later due to an all-out 
State alert. 

The Main Post Office on Royal Oaks Boulevard 
refused to give home address of an individual assigned P.O. 

Box 843 in Carmichael, California. An employee stated this 
is a change in policy due to the FOIA. The employee stated 
an official letter issued by the investigative agency 
outlining the circumstances surrounding the need for the 
P.O. Box will be requested in the future. 

On or about May 15, 1978, an agent contacted the 
United States Probation Office at Capitol Mall in Sacramento 
regarding the acquisition of information (file review) on a 
subject (Sacramento file 76-2943) . The anticipated file 
review was in line with the usual investigative procedures 
established for these type of cases; however, upon arrival at 
the U.S. Probation Office, the agent was refused the file 
review for fear by the case^agent that the review would be 
in violation of the Freedom of Information Act, and subsequently, 
a contact of a supervisor at the U.S. fiobation Office yielded 
the agent with the necessary results. 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES 



[ 


On or about March, 1978, an agent was contacting a 
possible employer of a fugitive deserter at Weinstock's in 
downtown Sacramento, and he made an initial contact with the 
personnel director of the above store. Agent stated the purpose 
for the inquiry to a receptionist and she conveyed the message 
to the personnel director. Approximately 45 minutes passed 
before the personnel director received Bureau agent, and 
subsequently stated that the only reason that she found it 
necessary to have the agent wait for such a long time is that 
she had to contact the Weinstock store's attorney and find 
out just what information could be made available to Bureau 
agent . 




'Source at a local Sacramento university advised that 
his legal'^epartment has counseled him against furnishing 
information from school records to federal invest igators 
because of the FO I PAT?*^ f Numerous instances,., i ,e . i I 

Bureau file ■Jo) 


iUb-yyb4/i, Sacramento til^ 


V foreign s- 


In an attempt to locate 'a foreign student at a local 
Sacramento university for interview, university officials 
declined Sacramento's request for assistance in locating 
subject, mainly because of- the FOIPA. (Bureau file 105- 


308843, SC 105-3308) 


An individual was located who was in a unique 
position to act as an operational asset in foreign counter- 
intelligence activities. IVhile willing to assist the U.S. 
Government for patriotic reasons, he was unwilling to have his 
name appear in FBI files because of the FOIPA. (Bureau file 
105-210494, SC 200-27 






(has trans'feYYid to SAri Ffdiidisco j , _ ary iiiroi'jiiajicy wjiu iiave 
expressed concern about their identities being determined 
through information which might be obtained through the 
Freedom of Information Act., They have continued their 



assistance to the FBI. 


[ 


1 


was concerned about his 


safety, in that radical indj.viduals on whom he reported might 
learn of his identity by FOIPA. 


Initial information furnished by California Department 
of Corrections requested protection of his source of information. 
He requested that for source's safety he would hope source of 
information could be concealed. 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 

IS HAVING ON LAN ENFORCEMENT ACTIV I TIES 6QN14DENT1AI] 

The manager o£ &nk o£ America, Winters, Cali£ornia, 
declined to give loan application in£ormation unless approved 
by official of Valley Almond Growers Cooperative, of which 
the loan was concerning. 


i 


> 

V. 


5 * 


GONftl^TlAi; 



DOCUMEMT.faa^ 


airtel 


^4^sirhd by Lb ^'7 A ) td ^ / e 4 ^ 

OECLASSIrV ON, c5X. /...^, ._ 




. 


vvm: 


TO: 
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DIRECTOR, PB][^ 


SA( 


"Toorwro) ■miuj 



Gnn%]i^) 
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lo ifrP 
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■ F / ' L. _ , 


3^-fr 


paragraphs In this communication are classified 
"Confidentm." 

RaBualrtel 7/19/78. authorizing interviev od 


D. C. <WDC) . 


b7C 


Enclosed for the Bureau are three copies of material 
attached to cover letter captioned "U . S . Labor Party . ” 

I ^ 1 

On 7/26/78. sl 

contacted! 


• telephonically 

]to arrange for interview. He advised 


he was very reluctant to be interviewed by the FBI or personnel 
of other intelligence community agencies b^ause any information 
he might provide vrould be subject to release under the Freedom 
of Information Act (FOIA) . He explained he had been subiect of 
an FOIA release and since that time he has become very circumspect 
t o Interviews . After several minutes of conversation with 
SAj [he relented and an interview was ^heduled the 

foxiowing cay. ^ — - 

nroute 

He raiterahed his reluctance 


On 7/J7/78, SA I I 

from his residence to his employment. 


to be interviewed because the pb t eonld not gt^rantee his 
confidentiality. He presented SJ i I wl^ copies of 

materials which he stated had been released under FOIA. The ^ 
materials are enclosed in a memorandum under the letterhead 
/^^eau (O CONFIDENTIAL ^ 

»190- S So study tfi _ 

.Classlfi^ by 6121 0 AUG 28 1978 

Exempt GOS, Categories 2 & 3 
Date of Declassification i wT 


>a3,niitii Impact 
and PA are havino on 
Law , Enf flaogeBwmt 
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of "U. S. Labor Party" whic h is entit led "Documentation of 
AFL-CIO Contacts With FBI." | | name appears 
on page tvTO of Exhibit 2, which is a memorandum dated 2/18/76. 
with subject, "National Caucus of Labor Committees (NCLC) ; 15b7C 


adiitfsed the material he had provided and which 
was releasee could have possibly identified him without his 
tfi\me. Apparently his name had been removed from several 
paragraphs but was inadvertently left in the body of the 
third paragraph on page two. He feels that whether inadvertent 
or in error or whatever, the damage was done. As a result, 
he is extremely relucteuit to grant interviews to the FBI 
and other agencies. 

I 1 Stated he has not ccmimunlcated with FBIHQ 

about this matter because to do so would entail another communicatio 
that might be written with his name appearing on it, which 
commiinicationp might be released under a future FOIA request. 

1«JU| 

Sa| I attempted to assurel I that the 

would do its 


Tj£aa_jjQj; 


I attempted to assure| 
utanostTo protect his identity, an< 
confidentiality of the information he provides . 1 

but stated he vxjuld discuss his contacts with f 
I li on two conditions. One, that the information and his 

identity be protected. Two, that zmy memorandum thl^is writt 
regeirding the interview st ate* that ^ e FBI made the Initial 
request for the interview. I I difficulty in granting 

tlie interview was not that he did not want to cooperate with 
the FBI , but the f ac^ that his name would be associated with 
the information. 

It is noted that during the interview l I was 

friendly and desirous of assisting the FBI. His reluctance 
in providing Information was based solely on the fact that since 
his name was released by the FBI on one occasion, it can happen 
again. , and it would have an adverse effect on his private 
business and his credibility as a college professor. 
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by the, 

these contacts, 
as expressed 


advised- 


f 


bl 


He feels 
about FBI interviews. 


e has been interviewed in the past ^ . 
and assumed the FBI w^ta■ aware of (W 
the same about futurq * 


initially met 


about 1 




I volunteered the following about i 
'him about a ye ar acfo th rough U. 5. - 
ftynhanwH. He invif.edi J tO lecture at 

r emd has had 

icneon enoagemencs vitfl flirt! . I b tated that^ 


Ifivnesn. 


foreign 
several 
several 

I has 


an excell ent comman d of the English language and it a gooa 
lec turer- I I is intelligent and Interesting in conversation 

and I I eniovs listening to the Soviet point of view on a 

variety of topics they have discussed. nt>i«ar than tH«> lunches, 
they have engaged in no social activities. ! I interests 

disS in the U. S. Government and its functioning, and activities 
on Capitol Hill. 

iThe FBI's i nvest-roa ti v e interest in | _^ as expJ.aified 


t d 

materials 


s 

He advis 
or acted in 


in^ 

ed[ 


sa[ 


their relationship. 

advised he would be in touch if _ 
suspicion in any future contacts. 


iye interest: in | K ^s 

Jhas rp»mif»|il--crl any questionable 

wav to ar ouse ! I suspi cion abou t 


1 


left 



his card with i I who 

activities aroused 
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CLASSIFICATION 

□ TOP SECRET 
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□ CONFIDENTIAL 
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TO: 


-r 



FROM; 


SUBJECT : 


DIRECTOR, FBI 

(ATTN: ROOM 6280, TRAINING AND RESEARCH miT, 

FOIPA BRANCH, RECORDS MANAGEMENT DIVISION 
AND INTELLIGENCE DIVISION, CI-1 SECTION) 


{/SAC, PORTLAND (190-1) (P) 


^S^NRRAL ACCOUNT ING OF FICE (GAO),>^^*^^- 
STUPXJCO evaluate" 't he IMPACT, '■ 

OF THE FREEBDM'UF ‘INFCSHSTJoS. 

ACT "(FOIPA) AND PRIVACY ACT- (PA) 

ON LAW ENFORCEMENT ACTI VITIES ; 

FOIPA MATTER 


Re Bureau airtel to Albany, 6/16/78. 


Enclosed for the Bureau are six copies of an LHM 
which xs self-explanatory. 



appropriate protection to tlie asset, who is 


The dateline xs shown as Washingtt jja > D. C. , to aff^^ ^k 
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UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Washington, D. C. 
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GENERAL ACCOUNTING OFFICE (GAO) 

STUDY TO EVALUATE THE IMPACT 
OF THE FREEDOM OF INFORMATION 
ACT (FOIPA) AND PRIVACY ACT (PA) 

ON LAW ENFORCEMENT ACTIVITIES; 

FREEDOM OF INFORMATION ACT MATTER 

August 1, 1978, an informant of the FBI, who for 
the past eight years has provided highly reliable and valuable 
information concerning foreign counterintelligence (PCI) , domestic 
security (DS) and criminal investigations, advised that he was 
no longer going to report PCI and DS information to the FBJ^ 

His decision not to furnish information in these matters was 
due to his fear of being compromised through any court 
decisions which may force the revealing of informant fjles, 
or as the result of the Freedom of Information Act. 


int riles 


Specifically,* informant referred to the recent 
orders by Judge Thomas Griesa in New York to U. S. Attorney 
General Griffin Bell to turn over informant files, and the 
Socialist Workers Party (SWP) suit against the FBI. Informant 
believed that the release of any FBI informant files would 
set a precedent §nd^ there would be no guarantee of confidentiality 
in the future, 


mt and 1 

■aV) 


Informant stated that if in the future the courts 
and the government can assure complete confidentiality 
through future decisions and actions, h^wouid consider 
assisting the FBI in its investigations ^[concerning foreign 
counterintelligence and domestic security'^ArftX. I 


Ciassifb 




This document contains neither recommendations nor conclusions 
of the FBI. It IS the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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CLASSIFICATION 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ E F T 0 

□ CLEAR 

Date 
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TO; DTRECT OR. FRT__ _ 

(attn Qqom 628oZ> training and 
research unit, fuipa branch, r.m. division) 

FROM; ADIC, NEW YORK (66-8619) (P) 

-a 

SUBJECT; GENERAL ACCOUNTING OFFICE 

(GAO) STUDY TO EVALUATE THE 

IMPACT OF THE FOIA/PA ABE. HAVING ON LAW 

ENFORCEMENT ACTIVITIES FOIPA MATTER 


Enclosed for your Information is one copy of an 
EM Publishing Co. advertisement distributed at an Elvis 
Presley festival in NYC, 8 / 6 / 78 . 

Enclosure is another example of the commercial 
abuse of the Freedom of Information-Privacy Acts. 



,V 



On 7/31/78^ 


b2 


l advised contacting agent 
that because of the various articles he has read regarding b7D 
the FOI/PA he no longer felt safe as an FBI source as he 
Relieved the FBI could not protect his identity. Source 
has thus made himself unavailable for future contact. 




? but was afraid that his confidentiality could 
ed and that the information he would furnish 
would be made a matter of public 
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DOCUMENT # 


UNITED STATES DEPARTMENT OF JUSTICE 


FEDERAL BUREAU OF INVESTIGATION 


CONFIDENTIAL 


In Rtpfy, PieoMe R^tr to 
File Nq , 


FVfeATp-a Denver, Colorado 

c 

O3’'/?0763 impact the freedom of information - 




PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 



1) Information exchange between Federal, state and local 
law enforcement agencies : 


i 


0 


There are no reported problems in this area. (U) 



^2) Law enforcement personnel's ability to obtain information 
^ from the general public: 


^ - 
■X u 


M 


I 


]were discussed with representatives 


from the company and the FBI was subsequently advised that 
the company was concerned about the Freedom of Information 
statute and had decided that they should have no relationship 
with the FBI in view of the fact it could serio pslv damage 
the company's relationship with other companies 


I 


to The ' TBI. ^ 




that they were furnishing information 


In Denver, Colorado, investigation determined a 
fugitive wanted for Unlawful Flight to Avoid Prosecution - 
Escape, could possibly be reached at a certain telephone 
number. The local telephone company was requested to advise 
where this number was located. They subsequently advised 
that the telephone number was a non-pub lished number and due to 
the Freedom of Information-Privacy Act (FOIPA) they could no 
longer furnish any information regarding non-published telephone 
numbers to the FBI. They advised the information could be 
obtained only after issuance of a subpoena. (U) 
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CONF^ENTIAt 

IMPACT THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING Oh 
LAW ENFORCEMENT ACTIVITIES 


Attempts to locate a fugitive wanted for Unlawful 
Flight to Avoid Prosecution - Murder determined that the 
subject could possibly be located through a Denver, Colorado 
telephone number. The Denver telephone company would not 
furnish the responsible party and address for the telephone 
number without a subpoena due to the FOIPA. (U) 


3) Reduction in current informants or potential informants 
resulting from present Freedom of Information-Privacy 
Act disclosure policies; 


There are no reported problems in this area. (U) 


4) Miscellaneous; 


There are no pertinent comments. (U) 
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CONFIDENTIAL 

IMPACT OF FREEDOM OF INFORMATION ACT 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 
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The following examples demonstrating the detrimental 
impact of captioned act on FBI operations are being submitted 
in general terms in order to protect sensitive information 
and identities. All incidents herein described are documented 
and retrievable through the San Francisco Off ice. 

' INFORMAL EXCHANGE WITH OTHER LAW 
ENFORCEMENT AGENCIES 

During the course of an investigation of alleged 
violations of the Racketeer Influenced and Corrupt Organizations 
(RICO) Statute involving Interstate Transportation of Obscene 
Material - Child Pornography, our Agents became aware of a 
parallel investigation being conducted by the Internal Revenue 
Service ( IRS ) . A cooperative exchange of information between 
agencies would have, in all likelihood, eliminated duplication 
of work and resulted in a much more efficient and productive 
prosecutive effort. However, when approached by us, IRS advised 
that they are prohibited from exchanging information with 
the FBI and the provisions of FOIA-PA. As a result, San 
Francisco feels that a great deal of information relevant and 
probative to our case has been rendered unavailable, ^(j) 

OBTAINING INFORMATION FROM THE 
GENERAL PUBLIC 

In an ongoing investigation of allegations relating 
to the improper purchases of property under Federal Housing 
Authority programs. Agents have a continuing need for background 
information relating to subjects from various companies. We 
have recently been advised by a local utility that henceforth, 
such information will only be supplied pursuant to a subpoena. J 

ClASSl'ISD A”5 7^ S 
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This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its cont^te ajse not to be distributed outside 
your agency. /Qu^^ 


ENCLOSURE; 




IMPACT OF FREEDOM OF INFORMATION ACT C O N F I N T I A L 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 


They are concerned that their disclosure of such information 
to the FBI may be revealed pursuant to an FOIA-PA release, 
thus exposing them to some sort of civil liability. The 
utility sees the subpoena as the only way in which it can 
protect Its own interest, (y) 

A Fraud Against the Government investigation 
involving numerous violations of Title 18, U.S. Code, Section 
1001 (False Statements) was instituted as a result of 
information provided to the FBI by a private citizen. At the 
time the allegation was made, complainant expressed great 
concern that her identity would be disclosed as a result of 
some future FOIA-PA request. The information was obtained 
only after an express promise to protect her identity was 
given by the interviewing Agent, 

Another Fraud Against the Government investigation 
involving false billing on goverimient contracts as well 
as alleged improprieties in the awarding of contracts valued 
at several million dollars was also instituted pursuant to 
information from a private citizen. That information was only 
obtained upon an express promise by the interviewing Agent 
that the name and identity of the complainant would not be 
documented anywhere in out file. His reason for requesting 
such was that he did not believe that his identity could 
be absolutely protected in light of FOIA-PA. 
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IMPACT OF FREEDOM OF INFORMATION ACT CONFIDENTIAL 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 


w he referred our Agents to corporate legal 

Tor the purpose of obtaining permission. That permission was 
denied because under FOIA-PA the bank and employees identity 
could not be protected. In addition, the bank's chief legal 
counsel cited several examples wherein this type of cooperation 
had been exposed to the detriment of the corporation and its 


employee 
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UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGA*TION 



Sacramento, California 
January 17, 1978 


IMPACT THE FREEDOM OF INFORMATION?-' J 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


The following are examples submitted by Sacramento 
Division Agents regarding adverse effects of the Freedom of 
Information/Privacy Acts (FOIPA) 

An Agent, while conducting an investigation to 
identify a child molester at Her long, California, made 
contact with the county librarian regarding the molester 
The librarian could have identified the molester by reviewing 
her library cards but declined to do so because of the Privacy 
Act . 


Pacific Telephone and Telegraph, Sacramento, requires 
subpoenas for all toll records The Department of Justice has 
rules that they will issue no Federal Grand Jury subpoenas for 
our Unlawful Flight to Avoid Prosecution classification except 
when actively investigating third parties for harboring 


n This individual, being patriotic, wanted to 
cooperate but due to his position in the community and extreme 
fear that the FBI would reveal his identity because of the 
FOIPA, he declined to furnish any Tr.fr>T-inat-ir>r Thprp i' S no 
question that he would have been an excellenti j 
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LOS ANGELES (190-255) (1) (P) 



Freedom of information - 

PRIVACY ACTS (POIPA) 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES ' 


Bureau airtel to Albany and all offices dated 
12/18/78. The following examples of recent FOIPA Impact 
on FBI operations within the Los Angeles Division are being 
submitted for the Bureau's information: 

REDUCTION IN CURRENT INFORMANTS OR POTENTIAL IN - 
FORMANTS RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIE!^. J '' 


Recently two Special Agents of the FBI in Los 
Angeles contacted a former criminal informant. During this 
contact, the former criminal informant introduced the Special 
Agents to a young black man who was a street type person 
with limited education and who supposedly had information 
regarding an individual believed to be responsible for several 
bank robberies with the Los Angeles area. This individual 


0- Bureau 
2 - Los Angeles 
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refused to cooperate with the Special Agents because he 
was familiar with the provisions of the Freedom of Informa- 
tion Act and felt his identity might be disclosed and the 
person he was giving information about would learn of his 
identity. rThia information is documented in Los Angeles 

I 

Recently another Special Agent of the FBI was 
in contact with an individual who had sigificant information 
regarding a large fraudulent withdrawal ring that was defrauding 
banks in several states including banks within the Los Angeles 
area. This individual advised that he did not wish to 
be developed as an informant and was extremely reluctant 
to furnish any assistance because of the FOIPA. The individual 
emphasized to the Agent that because of the FOIPA, it was 
his opinion that the FBI could no longer protect the identity 
of confidential sou rces. (This information is documented 
in Los Angeles file) ~| 


Oa 


£ ) Recently Los Anaeles has had one highly placed 
n fl y terminate his relationship 


informan 

with the FBI because he believed he could not be assured 
of confidentiality. ,..<This piece of information is documented 
in Los Angeles f il^ 


piece < 
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Recently another source of tht» Los AnaP>1 Ps_Qiajis ion 


Ij because these people were .aware 
of the fact that their conridentiality might not be able 
to be protected by the FPT o j ^ /-.n 

Los Anaeles has requested al I 


MISCELLANEOUS 




During the recent investigation of a theft of 
government documents case, the FBI, Los Angeles was supplied 
information which indicates that a former Special Agent 



2 




LA 190-255 







of the FBI, using his knowledge of Bureau operations acquired 
during his employment, has been able to identify informants 
from documents released under the FOIPA to a prominent 
attorney in San Francisco who represents groups which in 
the past have been investigated under domestic security 
captions. 
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JP^ACT-THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


Re Director airtel to Albany, dated 12/18/78. 

An example of a source's reluctance to cooperate 
with the FBI heca.iiRP> of thfi FOTPA mav Vig p.jt.Rd 1n-Phne.pl3^ 



J/ The source, in later contact, expressed 
reluctance to furnlSn additional information because of the 
possibility of source's identity being exposed due to the 
FOIPA . 

Recently, SA of the Phoenix Division attempted to 
obtain records from a local motel and was initially refused 
access to the records, the clerk expressing fear of release 
due to FOIPA, however, after some persuasio^ the information 
sought was made available ^ fss- 
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lED STATES DEPARTMENT JLSTICE 

FEDERAL BU^REAU OF INVE® /IGATION 
New York, New YoA / 
February 14, 1979 


General Accounting Office (GAO) 

Study to Evaluate the Impact the 
Freedom of Information Act/Privacy 
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 

S E ^ E T 

1) Information Exchange Between Federal, State and Local 
Law Enforcement. 


No additional examples availabe. (U) 


2) Law Enforcement Personnel’s Ability to Obtain Information 
From the General Public. 


bl 



without customer authorization, administrative or judicial 
subpoena or search warrant, 

Subsequent to enactment of FOIPA legislation, the 
financial institutions have become increasingly concerned that_ 
any public disclosure of the aforementioned confidential relation- 
ship with the FBI could cause them loss of confidence and business 
in the international business community, as well as the possibility 
of becoming involved in an "international incident" that could 
impact on their ability to maintain and operate facilities abroad.^ 
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General Accounting Office Study 
to Evaluate the Impact the Freedom of 
Information Act /Privacy Act are Plaving 
on Law Enforceiaent Activities (FOIPA) Matter 


E T 

Many New York financial institutions, in applying th^ Ohited 
States Supreme Court decision (United States v. Miller) con- 
cerning the manner in which banks maintain the confidentiality 
of customer records, have recently sought and have been granted 
formal written requesxs signed by ei ther the Director or A ssistant 
Tiirnn-f-mn -Lti — r i h aTirro (ABIC), New York . I I (s-J bl 

1/ Title XI, Right to ’Financial Privacy Act of 
la/B, was signed' into law 
M 


y [•v73iii Ri] 



'' While it is impossible to document the total impact 
these laws have had on overall investigative effectiveness , there 
has been a recent noticeable reluctance by the banks to furnish 
financial information in FBI investigations . Legal Departments 
of several New York banks are studying their disclosure procedures 
and it is the opinion of the NYO that financial information wiy.^ 
become increasingly difficult, if not impossible to obtain. 

3) Reduction In Current Information or Potential Informants 
Resulting From Present FOIPA Disclosure Policies . 

No additional examples available. 
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FEDERAL BUREAU OF INVESTIGATION , 
Los Angeles, California 
February 15, 1979 


IMPACT THE FREEDOM OF INFORMATIOW - PRIVACY 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 


ACTS 


r 

^ The following examples have occurred within the 

Los Angeles Division of the FBI and indicate an adverse 
impact upon the investigative operations of the Los Angeles 
^ Division by th^ Freedom of Information Act (FOIA) and the 






Privacy Act of 197^ (PA). 


% 

<k> 


I. INFORMATION EXCHANGE BETWEEN FEDERAL, 

STATE AND LOCAL LAW ENFORCEMENT AGENCIES 

During the investigation of an applicant for 
Executive pardon and clemency, the Los Angeles Division 
requested the Phoenix Division to contact the United States 
Probation Office in Phoenix to obtain the necessary file 
numbers so that Los Angeles could retrieve the applicant's 
probation records which were stored at the Federal Records 
Center, Laguna Niguel, California. Phoenix telephonically 
advised the Chief Probation Officer in the Phoenix area 
has refused to authorize the FBI to review the applicant's 
file at Laguna Niguel and would not make the necessary 
telephone call to appropriate personnel of the Federal 
Records Center so that a review could be conducted. The 
Chief Probation Officer further advised he would only 
release information regarding the applicant to the FBI 
if his office first reviewed the applicant's file. Chief 
Probation Office advised this was due to the FOIPA. 

(Los Angeles file 73-2^22) 

IV. MISCELLANEOUS 

The following example, while not specifically dealing 
with the FOIPA, Indicates general difficulty the Los Angeles 
_-iDlvision is having in obtaining information due to problems 
protecting the confidentiality of Information supplied 
^ ^ to the Los Angeles Division. 
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IMPACT THE FREEDOM OP INFORMATION - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 


Recently, an established source of the Los AngeO.es 
Division was approached regarding information the source 
might have concerning a revolutionary group based in 
Los Angeles with foreign ties. The source expressed reluctance 
to offer information citing newspaper articles about the 
FBI being ordered by a .Judge 
informants. (Los Angeles fil 
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PORTLAND (190-1) (P) 




SUBJECT: GENERAL ACCOUNTING OFFICE (GAO) _ ...j, 

STUDY TO EVALUATE THE IMPACT DeCl«^ 

OF THE FREEDOM OF INFORMATION ACT — 

(FOIPA) AND PRIVACY ACT (PA) ON ' — 

ACTIVITIES ;Abfc44l£ILPMATICA: JI 
FOIPA MATTER HERFI’D 

W. 

Re Bureau airtel to Albany, 6/16/78. 

Enclosed for the Bureau are six copies of an LHM 
dealing with the||communist Party USA (CPUSA) members' requests 
for files under the FOIPA.T^jJjC ifetj 

The dateline on the enclosed LHM is shown as 
Washington, D.C. to affo rd addit ional protection /to the asset. 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Washington, D.C. 

March 1, 1979 
- ■ OOMPfPCWTt ' Rtr - 


GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 
EVALUATE THE IMPACT OF THE 
FREEDOM OF INFORMATION ACT (FOIPA) AND 
PRIVACY ACT (PA) ON 
LAW ENFORCEMENT ACTIVITIES; 

FREEDOM OF INFORMATION AND PRIVACY ACT MATTER 


On February 22, 1979, a confidential source, of 
known high reliability, advised that at a state-wide meeting 
of a state organization of the Communist Party USA (CPUSA) , 
held during the fall-winter of 1978-1979 , an announcement 
was made by a long-time established Communist Party (CP) 
leader, encouraging all CP members to request their files 
from the FBI . This leader further stated that the request 
for their files by CP members was creating a real problem for 
the FBI and that all members should make this request if 
possible. Another member announced to the group that he 
had recently made such a request for his file from the FBI. 
Other members of this group have also made requests for 
their files from the FBI. 

The prime motivating force within this CP state 
organization to have the membership make requests for 
their files is a party member and a’ local practicing attorney. 
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This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. j ^ 
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PROM: 


TO: DIRECTOR, FBI (190-3) . 

ATTENTION: TRAINING AND RESEARCH 

UNIT, FOIPA, ROOM 6280 

SAC, DALLAS (66-1751) 

IMPACT . THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 

ACTIVITIES 

BUDED 5/ly/79 

Re Bureau airtel to Albany dated 12/18/78. 

Enclosed for the Bureau are original and four copies 
of a letterhead memorandum dated and captioned as above. 
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The source of the cited examples are: 
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00: DALLAS 
DL 44-7575 
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UNSUB? THEFT OF 28 RIFLES FROM 
DAL WORTH SHIPPERS ASSOCIATION, 
DALLAS, TEXAS 
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UNITED STATES DEPARTMENT OF JUSTICE 
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FEDERAL BUREAU OF INVESTIGATION 

Dallas, Texas 
March 19, 1979 . , 



IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


Reduction in Current informants or Potential 
Informants Resulting from Present FOIPA 
Disclosure Policies 


advised that he did not desire to continue contact with any ' 
representative of the FBI or to furnish information, because 
of fears that his assistance might become known. The source 
stated that his concern was due to various media articles 
relating to actual or potential disclosure of information 
furnished confidentially to law enforcement agencies, 
resulting from implementation of the Freedom of Information 
and Privacy Acts . 



Information Exchange Between Federal, State, 
and Local Law Enforcement Agencies 


1. Permission was denied to interview several 
police officers concerning a civil rights investigation of 
a suburban Dallas, Texas police department by an assistant 
city attorney, who represented the officers, citing the Freedom 
of Information and Privacy Acts as possibly revealing state- 
ments which could be used against the city in any future 
civil suit. 


Law Enforcement Personnel's Ability to Obtain 
Information from General Public 


Af ' - 


1. Confidential source information reflected that^'.f, 
an employee of a large photographic company in Dallas, Texas^]^' 


This document contains neither recommendations nor 
conclusions of the FBI. It is the property of the FBI 
and is loaned to your agency; it and its contents are 
not to be distributed outside your agency. 



ru'’ ' , . 



IMPACT THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


was going to purchase stolen rifles as a gift for her 
husband. Efforts to locate the home address of the employe 
were negative. 

Attempts to obtain the address of the employee 
from the personnel department of her company were delayed 
because of fear the company might be sued for releasing 
such information, citing non-specific privacy legislation. 
The company required a subpoena to be issued to obtain the 
information. 



2. An apartment manager in Dallas, Texas, would 
not furnish central records concerning a criminal suspect 
citing general privacy legislation. The apartment manager 
vrould not furnish the records without a subpoena. 
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Tp: DIRECTOR, FBI (190-3) 

(ATTN; Training and Research Unit, 
FOIPA Ranch, Room 6280) 

^ ROM; SAC, LOS ANGELES (190-255) (1) (P) 
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THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON ■ 
LAW ENFORCFMRWT ACTIVITIES 
BUDED 4/19/79 


\ 

/! 
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12/18/78. 


Re Bureau airtel to Albany and all offices aated-^ 


Enclosed for the Bureau are three copies of an 
LHM captioned as above and setting forth examples of impact 
which have recently occurred within the Los Angeles Division 
of the FBI. 

For purposes of retrieving the location of the 
examples submitted at a later date the following file numbers 
are being set forth which file numbers corres^nd in sequence 
to the examples in the LHM in the order in which they appear; 
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196-171, Bufile 87-140341 


Los Angeles will continue to follow and report 
examples of impact in this area on a monthly basis.* 
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INFORMATION EXCHANGE AMONG FEDERAL, STATE AND 
LOCAL LAW ENFORCEMENT AGENCIES 
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Citing both the disclosure provisions of the Free- 
dom of Information - Privacy Acts and the possible disclosure 
of information via Judicial Order, the Los Angeles Police ( 


Department has recently refused t 
with the identity of i f ' <=; snnrnec! 

r> siinnlv the FBT - Los Anaeles 


1 1 

J being conducted 


jointly by Los Angeles Police Department (LAPD) and the 
FBI because LAPD feared the FBI could not guarantee the 
source's anoraymity. 


In August, 1978, Los Angeles Division of the FBI 
requested the Boston Division of the FBI to obtain informa- 
tion from the Pood and Drug Administration (PDA) regarding 
the failure and subsequent recall of a certain mechanical 
item utilized in open heart surgery. On or about March 8, 
1979, the FDA advised the Boston Division of the FBI by 
letter that they were prohibited by law and regulations 
from disclosing certain information to persons outside of 
the Department of Health, Education and Welfare (HEW) . 

The information which was provided by the FDA contained 
numerous deletions which according to the letter "In the 
opinion of the FDA, the information deleted need not be 
furnished to you under the Freedom of Information Act and 


This document contains neither recommendations 
of the FBI. It is the property of the FBI and 
to your agency; it and its contents are not to 
outside your agency. 
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is not covered by your request". Because the Boston Division 
of the FBI was forced to obtain the FDA material via a Freedom 
of Information Act request, a long delay occurred in obtaining 
the information. The original request was made by the Boston 
FBI sometime in August or September, 1970 and was not released 
by FDA until March, 1979. The investigative matter being 
worked by Los Angeles involves the alleged counterfeiting 
of large quantities of high reliability integrated circuits 
utilized in sophisticated life support systems and medical 
equipment. One recent death has already been attributed 
to the failure of a counterfeit part contained in a mechanical 
device which failed during open heart surgery. The investiga- 
tion is of a high priority nature and was delayed because 
of the time lapse in obtaining the information from FDA. 

In addition, the information deleated in the material finally 
supplied by FDA is considered to be critical to the prusuit 
of the investigation of this matter. 

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN 
INFORMATION FROM THE GENERAL PUBLIC 



During a recent investigation an individual who 
was interviewed by the Los Angeles FBI initially refused 
to supply information concerning the subject of the informa- 
tion because he felt his identity could not be protected 
under the Freedom of Information Act. After the individual 
received assurances that his statement would not be made 
available to the subject under a Freedom of Information 
Act request, the individual finally submitted to interview. 
The individual stated had he not received such assurance, 
he would have refused to cooperate with the FBI inasmuch 
as he feared revenge and retribution by the subject such 
the subject become aware of his cooperation with the FBI. 
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In March, 1979, a Speci 
Bureau of Investigation contacted 




Agent of the Federal 


icy 
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The individual stated that he was reluctant 
Federal Bureau of Investigation because the 


to assist tt 

organization had, in the past, released information and 
names to the public. The individual was asked by the inter- 
viewing Special Agent if he was referring to the "Freedom 
of Information Act," and this individual replied in the 
affirmative . 


This interviewee advised thqj; he was^extremelv 


concerned in this particular instance because! 




The interviewing Agent explained several of the 
"exemptions" to this individual assuring him that his identity 
could be protected, and the interviewee advised that based 
solely on this assurance, he would provide the information 
requested if it came to his attention. The interviewee 
gave the definite indication that he would not have agreed 
to cooperate if his identity could be known through the 
Freedom of Information Act. 



This document contains neither recommendations ri3r conclusions 
of the FBI. It IS the property of the FBI and is loaned to your 
agency, it and its contents are not to be distributed outside 
your agency . 
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IMPACT THE FREEDOM OF INFORMATION - 
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ENFORCEMENT ACTIVITIES 
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IMPACT THE FREEDOM OF INFOKM/iTION - 
Privacy acts aije having on 
LAW ENFORCEMENT ACTIVITIES 


Pi^OBLEMS VIITH CUrIIENT INFOPJIP^TS 
Ox. POTENTIAL INFORMANTS 






P As the employee i^as 
deliberating, the controlling factor became the employee's 
concern that 20 or 30 years from now information furnished 
by the employee would be made public, thereby identifying 
the employee as has happened to other persons in recent 
times. The employee was not concerned with vhich release 
mechanism would cause this to come about, but the fear that 
it could happen caused the employee to decide not to 
cooperate. Special Agents plan to interviev^ the employee 
again in a few weeks, but at the very least the FBI has 
been deprived of the invaluable information for several 
weeks until such time as the employee decides to cooperate. 


This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside 


of your agency. 




. o I 

30 " 

^ c<‘ 

3 y 


-<u» 





FD-36 (*tev 5-22-78) 




DOCUMENT # JdL 

V 


TRANSMF 
I I Teletype 
I I Facsimile 


PRECEDENCE 
I I Immediate 
□ Priority 
I I Rou^ae"^ "" 


rsi 

CLASSIFICAT^ION 

□ TOP SECRET 

. , , □ SECRET 

_ ^ □CONFIDENTIAL 
^ □ UNCLAS E F T 0 

□ UNCLAS 

Date^^WZi. 


bl 


/TO- 


FROM. 

'-L 


DIRECTOR, FBI 

(AT^TN: TRAINING & RESEARCH UNIT, FOIPA BRANCH, 
ROOM 6280) 



CHICAGO (190-0-Sub B) 


IMPACT THE FREEDOM OF INFORMATION- 
PltlVACY ACTS ARE HAVING QN LAW 
ENFORCEMENT ACTIVITIES 


ATT Ijr’iii i** 

' 1 >' ,• •• 1 iij) 

r... 1* ' i.'.i. 



3/20/79. 


Re Bureau airtel to Albany and all offices dated 


Enclosed herewith for the Bureau are five (5) copies 
of a LHM captioned as above. 

Chicago will follow and report all instances of 
FOIPA interference in FBI investigations. For certification as 
to the identity of the asset mentioned in part t hufin 
of the enclosu re, the Bureau may refer to Bufile l I 
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TiIL IMPACT THE FREEDOM OF INFORMATION 
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Reference is being made to Bureau airtel dated 
March 20, 1979, requesting field office response to captioned 
matter . 


i 


The following information is being set out inasmuch 
as it exemplifies the effects of Freedom of Information- 
Privacy Acts (FOIPA) legislation upon investigative efforts of 
law enforcement personnel within the Chicago Division. 


1 . Information exchange between Federal, state 

/• , ^ ’ and local lav/ enforcement agencies; 

, . •'!' 

- Many examples have been cited whereby officials 

•, . •• of the Veterans Administration (VA) have refused to provide 
background information concerning VA 'employees, many of whom 
have past criminal records. The VA bases their refusal on 
the Privacy Act as interpreted by their legal counsel. 

In addition and as an extension of the above 
policy, a former police official at Lakeside VA Hospital, 
Chicago, who requests that his identity be protected, advised 
the FBI that he became aware of a knifing incident in which 
the victim came to the VA Hospital for care. Although this 
incident occurred off VA property, this official was told that 
notification to the Chicago PD was forbidden in such instances 
and he was forced to report the incident by an anonsnnoas 
telephone call . 


No specific FBI case number is available for 
citation regarding above. 



This document contains neither recommendations nor 
conclusions of the FBI . It is the property of the FBI 
and is loaned to your agency; it and its contents are 
not to be distributed outside your agency. 
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CON^EWTIAL 

i 

obtain 

infoma^^ t^e o' neral public T 

In an inv- stiaation -rrtitl-.n - ...DAPLI, iJ.S. 
JiStric^t: uai'^a .orfi rn District of Illinoxs ('JDI) , Chicago, 
llli-ioio (CG 77-22G13), a niah-rankinq law enforcement 
officicil of th' Stat? of Illinois who is also a former Special 
Ac-nt of th- FBI declined to comm-int on a rfSlative of the 
applicant, -xpr«ssirq concern that this d-roaatory information 
could later b^. naa^i available to family members under the FOIPA. 


3. informai^s or pot«^ntial 

infolman^^ _Yrqm Jpr£sant 

d~iVcl o sure polX cTeV :* 



rvidf-nce to the FBI A^ent contactinq him, stating that his 
hesitancy is based on his fear of being "compromised via the 
Freedom of Information Act". The asset later offered to cut 
out the faces of the individuals undtr investigation in an 
effort to b- of assistance but at the sam.= time to protect 
hirsr-lf from an FOIA release. 

4 , .liscellaneous 
Nona submitted. 


2 * 







In Rvply, PleoM R^er to 
FOoNo 



UNITED STATES DEPARTMENT OF JUSTICE 

I 

FEDERAL BUREAD OF INVESTIGATION 

New York, New York 

S^RET 


General Accounting Office (GAO) 
Study to Evaluate the Impact the 
Freedom of Inf ormat ion/ Privacy 
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 


1) Information Exchange Between Federal, State and 

Local Law Enforcement . bl 

No additional examples available. (U) 

2) Law Enforcement Personnel's Ability to Obtain 
Information From the General Public. 
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GAO Study to Evaluate 
the Impact the Freedom of 
Information/Privacy Act are 
Having on Law Enforcement Activities 


SfiafiET 


'i ' ih * 



Informants Resulting From Present FOIPA Disclosure 
Policies . 


No additional examples available. 
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DIRECTOR, FBI (190-3) 

fVTTENTION: TRAINING AND RESEARCH UNIT, 

IPA BRANCH, ROOM 6280) 
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SAN ANTONIO (190-00) 


SUBJECT: I ^ACT. THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


Re Bureau airtel to Albany dated 12/18/70, 


\ 


Enclosed for the Bureau are five copies of an 
LHM setting forth the only known example of an adverse 
impact of the Freedom of Information/Privacy Acts within 
the San Antonio Division for the past month. 
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CONSt^bi^i iAL document f 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
San Antonio, Texas 

In Rfffy, Plnue R^er to 
Flit No 

Anril IG 197'i 



IMPACT Tlir TRFFDOM OF TNFOR^^A'^ION - 
PRIVACY ACTS ARE HAVING ON LAT? 
EKFORCE?<ENT ACTIVITIFS 


In early March, 1979, information was received 
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1 

refused t^ 


of thexr belief that such disclosure, without the consent 
of the subject, would violate the provisions of the Privacy 
Act of 1974. 
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This document contains neither reconunendations 
nor conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and its contents 
are not to be distributed outside your agency. 
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SECRET 

□Secret 

□ CONFIDENTIAL 
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Date 4 /24 ^79 


DIRECTOR, FBI 


ATTN: TRAINING & RESEARCH UNIT, 

FOIPA BRANCH, ROOM 6280 


SUBJECT 



SAC, MILWAUKEE (190-42)-P 

lifTOlTTHE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVIN G ON LAW 
ENFORCEMENT ACTTy|TTF..<;,: ^ 


Bureau airteb to Albany, 12/18/78 and 3/20/79. 


un-- following information was recently brought to 

0^’t^e attention of the FOT.,PA„ rnnrdInQftor, Milwaukee Division, 
regarding two separate] jwhich are presently 


lb 


being operated by a Milwauicee Agent; 

If-^o 


has fu 




ITH 


information in the past, expres^d concern to 
the Agent might not be able to protect his (so 
and the information he has furnished to the FBI^ _ 
desired assurance that all possible steps to protect his 
identity and information furnished would be taken to prevent 
disclosure through the FOIPA requests made to the FBI. 



reliable 
ent that 
) identity, 
e source 


ade to t 


3s? 


Likewise J ^ ^ source who has 

provided information W a reliable nature^, stated that he was 
worried about his contact with and the information he has 
furnished to the FBI becoming public knowledge through the 
FOIPA requests made to the ""3 ^3 

The above two^^^^xamples are only at the present 
time concerns of the two Milwaukee sources, however, due to 
the impact of the FOIPA, this may have an effect upon the 
llmit^ions of the information they will furnish in the future. 


r 3-Bur^u (RM) 
I'-'Milwaukee 
GAP:sbl 
(4) 
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TO: DIRECTOR, FBI (190-3) (ATTN: TRAINING AND RESEARCH UNIT- 

FOIPA BRANCI^ ROOM 6280) 


ROM: SAC., BOSTON (190-168) (P) 


ECT; 


K bl 


iM PAefe THE FREEDOM OF INFORMATION - 
PTOnrSCY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES"" 


Re Bureau airtel, 12/18/78. 




4 


I was advised b iJ I 

^^^"Tthat instructions had been issued by the General 
Counsel of the Sheraton Corp. to the effect tha t no p uest y^2 
registration data is to be furnished to the FBI. I I or 
any other Federal agency without a subpoena as a result 
of the threat of disclosure loosed by the Freedom of 
Information - Privacy Acts.6e^^ 


SA| I pointed out t q I that the 

individuals in question are neither U.S. citizens nor 
permanent resident aliens, but only tetq>orary visitors 
of interest to the FBI. The information de sired was merely 
verification of registration. I J however, 

respectfully declined to furnish any data as instructed 
by their General Counsel. 


- Bureau 

c ^ - Boston 
-.TU I^c/dw 
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FROM: 


SUBJECT; 


DIRECTOR, FBI (190-3) 

ATTN: ROOM 6280 

TRAINING AND RESEARCH UNIT, 

RECORDS MANAGEMENT DIVISION 

SAC, BOSTON (190-168) (P) 

^ £ 

IMPACT T HE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVIN G ON 
LAW ENFORCEMENT ACTIVITIES 


Re Buairtel 12/18/78 and BS airtel, 5/17/79. 

Enclosed for the Bureau are fivd copies 
of an LHM on captioned matter. 

No instances of adverse impact by 
FOIPA have been noted in the Boston Division 
during the past month. 

The enclosed LHM sets forth in LHM form 
the example cited by Boston in airtel of 5/17/79, 
as requested by the Bureau^^_^^This^_example^^a^os^^^ 

in the case, cap, ticngd T , , 

— 7 y 
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'o V n. e:\ A.,. i — t 


(sV Bureau (Enc,5) rVi-r^i;- i;i y 
Boston 
MC/jc£ 
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UNITED STATES ‘ EPARTMENT OF JUSTICE 

* 

FEDERAL BUREAU OF INVESTIGATION 

Boston, Massachusetts 
June 13, 1979 

IMPACT THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 
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b7C 


Special Agent (SA) of the Boston Office of the 
Federal Bnrean of Tnvp.sHgflHon rFRT’I was ad- 
vised by | \ 

that instructions had been issued by the General 
Counsel of the Sheraton Corporation to the effect 
that no gu est re gistration data is to be furnished b2 
to the FBI J | or any other Federal agency without 
a subpoena as a result of the threat of disclosure, 
imposed by the Freedom of In formation -Privacy Acts,^ 




bl 


mr The information de sired was mer ely verlti- 
cation of registration* | | however, 

respectfully declined to furnish any data as 
instructed by the General Counseloft^W/ I 

,, s, ™;. 
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Ihls dasucsnt contains neither 
reeosmsndations nor conclusions or 
the FBI. It is tro n-r of 
U>e FBI mi la locu'jd to rour 
It auii Its contents ct'^ not to be 

-'Tibuted outside your ascncy ^ 
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Date 


5/22/79 


TO: DIRECTOR, FBI (190-3) 

(ATTN: ROOM 6280, 

TRAINING AND RESEARCH UNIT, 
RECORDS MANAGEMENT DIVISION) 


''.R 

I 


SAC,^ 



DETROIT (190-200) 

STTREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
EMrORGEMENT ACTIV IUES 


bl 

(/ 


Oerf? 

Re Detroit airtel to Bureau, 4/18/79. 





.'S5'^T 


Lfz! 




A canvas of all supervisory personnel in the 
Detroit Division revealed no other problems in the area 
of FOIA/PA during this period. 



O “ Bureau (Enc. 5)^^ 



1 - Detroit 
JHBjafk 
(3) 
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CON^JENTML 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Detroit, Michigan 
May 22, 1979 


Re : Impact the Freedom of Information 

Privacy Acts are having on Law 
Enforcement Activities 

Problems with Current Informants 
or Potential Informants 






Tcc)! 

' t CcJ 

I |recontacted the 

Agent ana starea xnAr ne Add ddflld&d RdT To assist the 
FBI because he felt that his identity might eventually be 
revealed under the Freedom of Tpformation Act. He stated ^ 
that he believes that the Jare 

valid and necessary, but does not want to risk possible 
repercussions that would result if his assistance to the 
FBI became public Icnowledge. (Jp 
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(AJTN: TRAINING AND RESEARCH UNIT, 

FOIPA BRANCH, ROOM 6280) 


, CHICAGO (190-0-SUB B) 

t rs-Ireedcm of 

IMPOSmStION- PRIVACY ACTS ARE 
HAVING ON LAW ENFORCEMENT ACTIVITIES 


3/20/79. 


Re Bureau airtel to Albany and all offices dated 


[ 


Enclosed herewith for the Bureau are five (5) copies 
of a LHM, captioned as above. 

Chicago will continue to report instances of FOIPA 
interference in FBI investigations. 

The soTirctf meiAlfcned in LHM.tsI I 
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UNITED STATES DEPARTMENT OF JUSTICE 


FEDERAL BUREAD OF INVESTIGATION 


Chicago, Illinois 
June 18, 1979 


THE IMPACT THE FREEDCM OF INFORMATION 
ACT AND PRIVACY ACT ARE HAVING OST 
’ LAW ENFORCEMENT ACTIVITIES. 

ioJi ^ 

Reference is being made to Bureau airtel dated 
March 20, 1979, requesting field office response to captioned 
matter. 

The following information is being set out 
inasmuch as it exemplifies the effects of Freedom of 
Information-Privacy Acts (FOIPA) legislation upon investigative 
efforts of law enforcement personnel within the Chicago 
Division. 

1. Information exchange between Federal, state 
and local law enforcement agencies ; 

None submitted. 

2. Law Enforcement personnel's ability to obtain 

k information from the general public ; 

None submitted. 

3. Reduction in current informants or potential 
informants resulting from present FOIPA disclosure 


-a?: 




BU File 
CG File 


I are planning 

to request their rndivLdual files under the 

This document contains neither recommendations nor 
conclusions of the FBI. It is the propecfy of the FBI 
and is loaned to your agency: iti ahoAtg^ontents are 


is loaned to your agency; iti ahd jLtg^ontents are 
to be distributed outside yowT agen^. 

Q3NfKfENTIAL 





Freedom of 
needed for 
supporters 


Information Act. Asset stated that the forms 
the release are in the possession of individual 
and members . 


Asset advised that this same project might possibly 
be going on in other cities. 


The above is cited inasmuch as it reflects an 
asset's concern regarding the release of information under the 
FOIA. (Classified and Extended by 2080). 


4 . Miscellaneous 


BU File 91-53018 
CG File 91-11115 


As the Bureau is aware, 


was convicted in United States District Hn urt. North P-m 
District of Illinois, in the case enti tied 


] b7C 


I October 

20, 1974; Bank Burglary; Bank l^arceny; Interstate Trans por tation 
of Stolen Property; Explosives and Incendiary Devices; 00: 
Chicago". This conviction was upheld by the United States 
Court of Appeals and the United States Supreme Court. 


I |is now filing a post-appeal motion 

under- Section Title 26, United States Code, and in 

this connection has requested material from the FBI, USA's 
Office, Chicago and Department of Justice, Washington, D.C. 
The material now Jaeiaajiefluested is in addition to the 1500 
pages of material ] [ has already received from the FBI 

under the FOIA, from which release he has filed an appeal. 


The above is cited only inasmuch as it indicates 
the manner in which a convicted felon can continue to extract 
FBI time and manpower long after he has been successfully 
prosecuted in a major case - a situation believed to be beyond 
the intent of Congress at the enactment of the FOIA provisions. 
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^ ReBuairtel, 3/20/79. 

I ' ' 

Enclose<i are original and two copies of an LHM 
dated and captioned as above. 

The enclosed LHM is in connection 

with tjfo file 


CONFIDENTIAL 


Classified and Extended by 45 ^ 

Reason for Extensiora^ FCIM II, 1-2,4, 2 (2, 3) 
Date of Reviev; for Iteclassification: 8/13/99 
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2 Bureau (Enc, 3) 
1 - WFO 
MJBtmkg 


CLASS * Ef/P' 
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Approved 




(Time) 
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File No 


UNITED STATES DEPARTMENT OF JUSTICE 



FEDERAL BUREAU OF INVESTIGATION 

VJaehington, D. C* 20535 
August 13, 1979 




^ K \ 






IIIPACT THE FREEDOn OF INFORIIATIOK 
PRIVACY ACTS ARE HAVING ON LAI 7 
ENFORCEIIENT ACTIVITIES 


PROBLEMS T7ITH CURRENT INFORMANTS 
OR POTENTIAL INFORilANTS 

I ~ 

I y identity might 

become Rnovm through accident or through the Freedom of 
Information Act. 


This document contains neither 
recommendations nor conclusions 
of the FBI, It xs the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 
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DIRECTOR, FBI (190-3) REASO'; 1.5 { C) 

Attn;_ Room 6280 pjcLASSiFY'ON: X / 

Training and Research Unit — 

Record Management Division 5’’nV/fcO 

SAC, DENVER (190-60) (P) 


m r** A • 4 • ji i» 1 ' « ' “ ■ • • 


FROM; 


IMPACT THE FREEDOM OF INFORMATION 
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 






All paragraphs are unclassified unless noted. 

Enclosed for the Bureau are five copies of an LHM 
regarding this matter. 

Re Bureau airtels to Albany, 12/18/78 and 3/20/79. 

The case referred to in the LHM is entitled as 
follows; .;uss 4 mIa - 

4 -1 =^J?BAS0N PCilf I 1-2 1 'a 3 ' 

^ F • ■ ■ 

ftj Jinr;’; ■ v"sl; 


Q) - Bureau (Enc 
1 - Denver 
RSP/sip 
(3) 


■**»•*** 

. 6)(RM) 


CONFIDENTIAL 
C6E byV 2110 
Reason /\ (2) (3) 

DRD n 10/15/1999 


CONFIDENTIAL MATERIAL ATTACHED. 

<( 





In Rtpfy, Plea$e R^er to 
Fila No 


COKStui/l.AL DOCUMH(T/-L^ 

UNITED STATES DEPARTMENT OF JLSTICE 
FEDERAL BUREAU OF INVESTIG ATl 6 rj , , | l' 


Denver, Colorado 
October 15, 1979 


IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 



>11 1 oO 


M 

lA 


\ 



All paragraphs are unclassified unless otherwise 

marked . 



1) Information exchange among Federal, state and local law 
enforcement agencies ; 


There are no reported problems in this area. 


2) Law enforcement personnel's ability to obtain information 
from the general public; 



bl 


There are no reported problems in this area. 

r , 

4) Miscellaneous ; .. 
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g 

\>1 ^ jn » •-'/n ~ 

Classified and Extende<lBy: 2110 ^ *'3 

Reason for Extension: II, 1-2. 4, 2 (2) (3) 

Date of Review for Declassification; October 15, 1?99 


^ ^.^^gmere are no pertinent corame^nts 


0 6o 
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This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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10/16/79 


TO: DIRECTOR, FBI (19J).--a) 

ATTENTION; ROOM 6280 ^ 

TRAINING AND RESEARCH UNIT 
FOIPA BRANCH 

RECORDS MANAGEMENT DIVISION 

FROM: SAC, PHILADELPHIA (190-96) (P) 

SUBJECT: GENERAL ACCOUNTING OFFICE (GAO) 

STUDY TO EVALUATE THE IMPACT OF 
THE FREEDOM OF INFORMATION ACT 
(FOIPA) AND PRIVACY ACT (PA) ARE 
HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 


Re Philadelphia airtel to the Bureau dated 9/14/79. 

Enclosed for the Bureau are the original and 
three copies of a letterhead memorandum reflecting dif- 
ficulty which was encountered by the Philadelphia Divi- 
sion in regards to the Freedom of Information Act and 
the Privacy Act. 532 

The information provided in iP+i-ar., ' 

head memorandiim is from Phi ladelphia filel________^__^^l 

I . ! Bureau #(Qj 

file number is not available. ^ 

^2- Bureau (190-3) (Ends. 4) • S 

1 - Philadelphia (190-96) 

declassipt'on'. x / ^(r W ~ 
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(S- Bureau 
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PLM.'pep 
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LMTED STATES DEPAKTMLNT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
Philadelphia, Pennsylvania 
October 16, 1979 



IMPACT THE FREEDOM OF 
INFORMATION - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 


Reduction in Information from Current Informants or 
Potential Informants Resulting from Present 
FOIPA Disclosure Policies 



This document contains neither recommenda- 
tions nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your 
agency. It and its contents are not to be 
distributed outside your agency. 
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11/5/79 


„>(ArfTENTION: TRAINING AND RESEARCH UNIT - 

FOIPA BRANCH, ROOM '<-280, JEH) 

^p^'IdJuievfLLE (190-79) (P) ^ ’* 

/ IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


(190-3) 


Re Louisville airtel and LHM to Bureau, captioned 


Enclosed for the Bureau is the original and three 
copies of an LHM setting forth one instance in the Louisville 
Division wherein the FOIPA was the bases for refus aLof 
furnishing pertinent Information to a Bureau Agent I X 


D and( 

referred to within Instant LHM, is set forth in Ir^erenc ed 
airtel and LHM to be Bureau, dated 11/5/79. 




Approve 


f - Bureau (£nc.4 
- Louisville 
CRH/rd 1 
(4) . 
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UNITED STATES DEPARTMENT OF JUSTICE 

/ 

FEDERAL BUREAU OF INVESTIGATION 

Louisville, Kentucky 
November 5, 1979 
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IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 




Irhls document contains neither recommendations nor cbnclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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DIRECTOR, FDI (190-3) 

ATT17: RECORDS MANT'JSEMENT DIVISIOiT, TRMMIMG 

s.CD RESEARCH UNIT, ROON 6280 

SAC, '7EO (190-1 Sub G) 


IKPACT THE PREEDOn OP INFORMATION - 
PRIVACY ACTS zARC HAVIl^G ON LAW 
DNPORCEMENT ACTIVITIES 

ReBuairtel, 3/20/79. 

Enclosed are original and tvra copies of an LHT^ 
dated and captioned as above. bl 

The first exampl e^ cited ip the enclosed LHM is 
in connection with MFO file 

The second ex ample in the enclosed LHM is in 
connection with UFO file| ^ 
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UNITED STATES DEEAUTMENT OF JUSTICE 
FEDEKAL BUREAU Of INVEbTIU \T10N ' 

T7ashinqton, C, 20535 - , 

October 19, 1979 " 


i:iPACT THE FREETX)'! O? I’lFOPJlYnOIJ - PRIV ^CY 
iCTS HAVING ON LA 7 Z1'T70TC3!GIJT ACTIVITIES 

Lr.v; Enforcement Personnel’s .'Ijility to Obtain 
Infomatxon from the General Public 



Problems v/ith Current Informants or Potential 
Informants 


|an asset requested that his relationship '.dth 
tne -’'BI be terminated because he felt that the confidentiality'- 
of his relationship v/ith the FBI could become compromised at 
some future time thru possible disclosure thru the Freedom of 
Information Act, Asset stated he understood the necessity 
of the FBI obtciining the information he might be able to pro- 
vide, but he was fearful that his future career could *be 
seriously affected should his relationship v/ith the FBI 
become known. 
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DIRECTOR, FBI CONFIDENTIAL 

ATTN: RECORDS MANAGEMENT DIVISION 

TRAINING AND RESEARCH UNIT, ROOM 6280 


FROM: 


SAC, VIFO (190-1 Sub G) 


IMPACT THE FREEDOM OF INPORJ4ATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


ReBuairtel, 3/20/79. 


Enclosed are original and two copies of an LHM 
dated and captioned as above. 



The example cited in tijp enclosed LHM is in 
connection with WFO fill 


I the enc 
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IMPACT THE FREEDOM OF INFORMATION - PRIVACY 
ACTS ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 


PROBLEMS WITH CURRENT INFORMANTS 
OR POTENTIAL INFORMANTS 


m 

1 


1 

j Asset stated he believes the 
•elationship with the FBI cannot be 
a result of the Freedom of Information 
his family and friends might suffer 
Lt be in -ienpardy shrniTd hifi 

UUlll'lUfillCiailCV or ms i 
sufficiently assured as 
Act. Asset was fearful 
and that he himself migl- 


bl 


relationship with the FBI become knovm. 




This document contains neither 
recommendations nor conclusions 
of the FBI, It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 
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TO; 


FROM 
SUBJECT; 




Director, FBI (190-3) 

(Attn: Training and Research Unit, 

FOIPA Branch, Room 62 BO) 


Albany (190-1 Sub B) (P) 


IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES - ALBANY DIVISION 



Re Bureau airtel to Albany dated 12/1S/7B and 
Albany airtel to Bureau dated 11/16/79. 


For the int 
during the course; 
viewee expressed 
of the FBI about his 


intacmaJdnn_ai:_^ 

^ J 

sever^Veservation 


ureau, on 12/10/79, 
estigation, one inter- 


reservations about speaking to Agents 
business involvements because he felt his 
marketing position vis a vis his market place competitors could 
be severely Jeopardized it a third party requested POIA infor- 
mation and thereby realize his firm had given data to the FBI. 


This businessman was entirely desirous of supporting 


the FBI ' s inve stigative Interest and was entirely sincere in 

m e Aomoanrtf <1 


l^l^rnis inaiviauai expressea nxs dpxnion cnat ruj.A 


was a aetriinefit to free society in America, 

Albany will keep Bureau advised on a monthly basis, 
per instructions as set forth in re Bureau airtel. ^ 
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'3 - Bureau 
1 - Albany 
MWO:pac 
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FROM. 


DIRECTOR, FBI (190-3) 

(ATTN TRAINING AND RESEARCH UNIT 
FOIPA BRANCH, ROOM 6280) 

SAC, ST. LOUIS (66-2764) 


SUBJECT: IMPACT THE FREEDOM OF INFORMATION- 

PRIVACY ACTS ARE HAVING ON LAN 
ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

Re SL axrtel to Bureau, 11/15/79. 

Enclosed for Bureau is an original and three cop.re 
of Letterhead Memorandum, the source referred to is 


ead Memo 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDEBAL BUBEAU OF INVESTIGATION 

St. Louis, Missouri 
December 18, 1979 




IMPACT THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 


On October 29, 1979 a source of the St. 
Louis Division of the Federal Bureau of Investigation 
reported that members of the Harriet Tubman Club, 
a Communist Club of the Missouri District of the 
Communist Party of the United States of America, 
were considering making Freedom of Information Act 
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TO: DIRECTOR, FBI 

(ATTN: ROOM 6280, TRAINING & RESEARCH UNIT, 

RECORDS MANAGIMENT DIVISION) 

FROM. SAC, DETROIT (190-200) 

IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS 
ARE HAVING ON LAV ENFORCIMENT ACTIVITIES 


Re Detroit air tel to the Bixreau, dated 1/21/80. 


K7 
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Icy 


• Detroit has not encountered any additional problems 

in captioned area during this reporting period (1/20/80-2/19/80). 

Detroit will continue to monitor this survey closely 
and keep Agents in the Detroit Division alert as to the 
importance of making problems known to appropriate personnel. 



2j- Bureau 
- Detroit 
JWA/nip 
( 3 ) 




Approved 




Transmitted 



1 CC DETACHED ■** 


Per 


(Number) 


(Time) 



I I -h) U . V 

TRANSMIT VIA 

□ Teletype 

I I Facsimile 
^ AIRTEL 


PRECEDENCE, 

I; 

I ) Immediate 
I I Priority 
I I Routine 


nOCUJW. t 

-^nprjie^^SlFICATION 

SECRET 

□ SECRET , 

□ CONFIDENTIAL 



Alt lOM ( OQASilg'LAS E F T 0 

HUCf" N ' ' ''-',^*^NCLAS 

“ Date 2^22/80 .. 


TO DIRECTOR, FBI (190-3) (ATTN RECORDS MANAGEMENT 

DIVISION. TRAINING AND RESEARCH 
UNIT, ROOM 6280) 


FROM SAC, WFO (190-1 SUB G) 

IMPACT THE FREEDOM OF INFORMATION- 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


Re Bureau airtel dated 3/20/79. 

Enclosed are the original and two copies of an 
LHM dated and captioned as above. 

The example in the enclosed LHM is in connection 
with WFO filej ' 
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UNITED STATES DEPARTMENT OF JUSTICE 


FEDE'riiJt j^UKEAD OF INVESTIGATION 

Washington, D. C. 

February 22, 1980 


coNl^fetJ-inAi: 


IMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 


PROBLEMS WITH CURRENT 
INFORMANTS OR POTENTIAL INFORMANTS 






bl 


Asset advised that while they desired to cooperate with~' 
the Federal Bureau of Investigation, the action was taken 
to avoid law suits which may arise as a result of Freedom 
of Information Act requests 





This document contains neither 
recommendations nor conclusions of 
the FBI. It is the property of 
the FBI and is loaned to your agency, 
it and its contents are not to be 
distributed outside your agency. 
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IMPACT TUlv FREEDOM OF 
INFORMATION-PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 


PROBLEMS WITH CURRENT 
INFORMANTS OR POTENTIAL INFORMANTS 



Aiiet AdVxSed that v^nuie cney aesxrea co cooperate wa.cn 
the Federal Bureau of Investigation, the action was taken 
to avoid law suits which may arise as a result of Freedom 
of Information Act requests. 
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Memorandum 
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TO 

SAC, TAMPi 
( 

^<190-1 

date: 2/12/80 

FROM 

sa| 

1 


SUBJECT. 

FOI-PA 





In connection with Tamna 

case entitled .1 1 



^ as weXl 


&s Its ai:.T::orney , iriSlfeEfed WoUid nor. reifease such 

information without a subpoena, even though RTFPA does not 
require same. 


The above is another clear indication of the adverse 
effects that FOI-PA and its resulting philosophy has had on 
investigative responsibilities of FBI. 

In opinion of Tampa, there appears to be a need for 
an educational process to be initiated by FBIHQ throughout 
the field and on to various companies regarding the impossibility 
of obtaining a valid subpoena in FCI cases where the objective 
IS not prosecution. In the alternative, FBIHQ should initiate 
some efforts to develop a procedure whereby an Administrative 
Summons or some type of Administrative "Subpoena" may be 
furnished to these agencies and companies that are not 
complying with RTFPA and insist on receiving a "subpoena" 
even in FCI cases where none can be validly issued. 


^ - Tampa 
JJO/bam 
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UNITED STATES GOVERNMENT ^ UNITED STATES DEPARTMENT OF JUSTICE 
•m M- 1 ( . FEDERAL BUREAU OF INVESTIGATION 

Memorandum c 




TO 


FROM 



'V<'TO ■ J’TAINED 

date: 1/18/80 

b7C 


subject: FQI-PA 



During recent_^onversations_^^h FOI-PA Analyst 

"^and SA |_ I 


it was disclosed 

mere is presently no Sub file to function as a repository 
for information regarding difficulties that SAs encounter 
during their investigative duties in obtaining information 
from various individuals and institutions because of FOI-PA. 

FBIHQ requests each field division to submit 
information recrarding any difficulties encountered as referred 
to above and | j has been furnishing such information 

to Bureau utilizing main file (190-1) . 



b7C 


File i) 
above . 


■Be 


In vi ew of thp above and after consultation with 
and s J I it is recommended that a new Sub 

opened as a repository for type information mentioned 


In line with the above recommendation, the writer 
wishes to submit the following two incidents which occurred 
during the course of official FCI investigations and in both 
cases, information was denied SAs because of restrictions 
in FOI-PA, although particular reference to FOI-PA was not 
mentioned by personnel contacted: 




During co urse of investigation, Tampa File ! H 

(Bufilq y, WFO conducted inquiry with Merchant Vessel 

Personnel Division 7 2100 2nd Street Southwest, Washington, D. C. 
(presumably Federal agency) and after personnel at that office 
verified that according to SSAN Number furnished by SA, the 
subject was identical with merchant seaman in their records, 

SA was advised that no additional data regarding subject could 
be furnished without a "release from subject" or a "subpoena 
from U. S- District Court, District of Columbia, Washington, 






Tampa > » 
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(2) / Savings Bonds Regularly on the Payroll Savings Plan 
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IMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS ARE 
HAVING ON LAW ENFORCEMENT ACTIVITIES 


INFORMATION EXCHANGE AMONG 
FEDERAL, STATE AND LOCAL LAW 

ENFORCEMENT AGENCIES 
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This document contains neither reccxnmendatlons 
nor conclusions of the FBI. It is the property 
of the FBI and is loaned to your agency; it and 
its contents are not to be distributed outside 
your agency. 
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WPO Airtel to Director 

RE: IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

190-3 



No further action is required by Headquarters. 
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FROM:. 
X>^ 

SUBJECT; 


TO: DIRECTOR, FBI (190-3) 

(Attn: Training and Research Unit, * 

Records Management Division, Room 6280) 

SAC, SPRINGE lEID (190-23) 

IMPACT TEE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

Re Bureau airtel to Albany, 3/20/79. 

Enclosed for the Bureau Is the original and three 
copies of a letterhead menorandum pertaining to captio n mntt 
The incident arose in connection with Springfield file 
no Bureau file number available. 


1 
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Canvass of employees of the Springfield Division did 
not reveal any other incidents occurring during the month of 
7/16/80 through 8/15/80 concerning captioned matter. 
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UNITED STATES DEPARTMENT OF JUST/ICE 


FEDERAL BUREAU OF INVESTIGATION .. 

lURORi,,, , 

Springfield, Illinois 
August 15, 1980 


IMPACT THE FREEDOM OF INFORMATION - 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 


Law Enforcement Personnel's ability to obtain 
information from the general public. 



The Individual 

refused to provide any additional Information bfSause of the 
Freedom of Information Act - Privacy Act. This person commented 
that Congress could enact legislation making information public 
and identifying sources. He therefore did not want to run the 
risk of having his name later appear in the media as having 
furnished information to the Federal Bureau of Investigation. 
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This document contains neither recommendations nor conclusions of the 
FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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; DIRECTOR, FBI (19O-3) 

(ATTN: TRAINING & RESEARCH UNIT oca'^’m 
•FOIPA SECTION, RMT DIV.) ' 

DcCLASSir 1 oi'i X > 

THE FREEDOM OP INFORMATION/ 

5 R(EVACY Agrg ON LAW ENFORCEMENT ACTI VITIES , 


For the Information of the FOIPA Section, RMT 
Division, the following is set forth as an example of the 
adverse Impact upon the Bureau's FCI responsibilities of 
the FOIA; 
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J concern of a future reiea^e 
of FBI documents under the FOIA which could reveal the ex- 
tent of his cooperation with the Bureau. This occured 
even after the protections of Title U.S.C. Section 552 
(b) (1) regarding the protection afforddd classified material 
was e*plalned to him. The asset remains cooperative and 
will be in a position to provide pertinent information j 

- thlB op^portun^ty ^ 


Bureau, but the maximunm benefit 
sen lost due to the FOIA. 
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TO: DIRECTOR, FBI (ATT'N: TRAINING AND RESEARCH UNIT, 

FOE PA BRANCH, ROOM 6280) 
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FROM; SAC, CHICAGO (190-0-Sub B) 

/L 


; IMPAC T OF FCIPA 
/STTSW ENFORCEtffiNT 
‘75e»vi-Tn:s*'“ 



3/20/80. 


Re Bureau airtel to Albany and all offices dated 


Enclosed for the Bureau are five copies of an LHM 
captioned as above. 

For the information of the Bureau, the unidentified 
subject mentioned in t h§ accompanying LtiM is involved in _ 
Chicago case entitled, | . ^ |j/3\ 
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U.S. Department of Justice 
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Federal Bureau of Investigation 
Chicago, Illinois 60604 

In Reply, Pleose Refer to MSlTCh 24, 1982 

F.UNo - ' 



THE IMPACT OF THE FREEDOM OF INFORMATION 
ACT AND THE PRIVACY ACT ON LAW ENFORCEMENT ' 
ACTIVITIES . 


The following information is being set out inasmuch 
as it exemplifies the effects of the Freedom of Information - 
Privacy Acts (FOIPA) legislation upon investigative efforts 
of law enforcement personnel within the Chicago Division; 


[ 


~ ■ ■ . - - I 

I the subject of the interview raised the question 
of protection of his Identity and of the information 
provided in view of the provisions of the Freedom of 
Information Acto The subject had in mind the incident 
wherein information was released to Chicago Attorney Melvin 
Stein, This release resulted in a lawsuit and much Infavorabie 
publicity. The identity of the Bureau’s asset was ultimately 
revealed. 


bl 


The subject was advised that the information 
in that instance was classified and should not have been 
released. It was explained that it was only through an 
oversight and procedures have been put in place to prevent 
any future occurances. It is not known at this time if this 
explanation has put the subject’s fears to rest, as his 
cooperation is not yet assured. 
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This document contains nether recommendations nor conclusions 
of the FBI, It is the property of the FBI and is loaned 
to your agency; it and its contents are not to be distributed 
outside your agency. 
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IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS 
; ^. (FQ IPA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
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Purpose ; To record receipt of attached submissions from 
the intelligence Division regarding captioned subject. 


Details ; Attached are three pages of submissions from the 
Intelligence Division submitted to the FOIPA Section for 
use in briefing the Director for his testimony before the 
Subcommittee on the Constitution, Senate Judiciary Committee, 
on April 21, 1983. All three submissions are entitled "Impact 
of FOIPA on Asset Development” and al l ar n, aevl f i a d sec ret. 

thi 


The submissions were furnished bv 


not aatea 
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The latter two were 
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Recommendation; That the attached material be filed as 
an enclosure behind file to this memorandum in Bufile 190-3. 
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RE; NEGATIVE IMPACT OF FOIPA ON FBI ASSET DEVELOPMENT 
This communication is classified "Sfe^ret" 



interviews , 


It is obvious FOIA had a "chilling effect" on these 
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RE: IMPACT 0W FOIPA ON ASSET DEVELOPi-IENT 


[ 




uring January, 1983, 


:hat he planned to contact | \ Labor 

arcacne, and other Sovie ts at thp , Soviet Embassy concerning 
some academic research. | Istated that he was willing 

to provide results of his meeting with FBIHQ but he did not 
want to be designated as a symbol numhe-r source of the 
Washington Field Office. |_^^_^^_^tated that he has provided 
information to the FBI in the past; however, due to an FOIPA 
mistake his name was released. and this has caused some 
embarassment to him. («•) 


[ 


sased anc 


provided 


negative c omments concerning FOIPA on asset development to 
I I during January, 1983. 


an 


He stated that he was once 

informant for the Bureau and that his name was inadvertently 


released and is now involved in the National Lawyers Guild 
lawsuit. I 1 comments related to the difficulty the FBI 

must be having in developing quality assets who are n ot afraid 

of being exposed through FOIPA. (FBI files do reflect ! 

was an informant until we discontinued his services . ) 
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RE: NEGATIVE IMPACT OF FOIPA ON FBI ASSET DEVELOPMENT 


This communication is classified ” Secret" in - it s 


entir^y. 
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TO- DIRECTOR, FBI (ATTENTION- 

FROM: SAC, NEWARK (IRO-OO) 


TAR UNIT") 



visa 


FREEDOM OF INFORMATION - 1»RTVACV ACTS (FOIFA) MATTERS 

♦ 

/ 

Re Bureau routing slin dated 3/l*^/B4. 

/ 

In response to reference Bureau routlni? slip, the 
Followlntt substantive problems were noted bv Investigative 
personnel of the Newark | 

Newark "Pile j229B-7j/ Bureau File 100-3 (C^USA) certain 
individuals contacted as potential assests have reFused to , 

cooperate because FOIA niEht make their cooperation known. 

For your information, during the | | investigation 

(Newark file 88A-12741, Bureau File 88-808 M; numerous eri 
documents were fotmd in her orison cell which were obtained 
throue;h FOIA. It is felt that many oF these documents should 
never have been provided For her, as thev contained sensitive 
information, as well as the Identitv oF local police oFFicers . 
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INFORMATION EXCHANGE BETWEEN FEDERAL, 
LAW ENFORCEMENT AGENCIES 


co;M.mu 


STATE AND LOCAL 


rit 


A. 


FEDERAL AGENCIES 

U. S. Department of Commerce 



I 


In early 1977 , in a foreign counterintelligence 
matter, the Department of Commerce, Washington, D, C., refused 
a request from the Tampa Division to disclose a list of 
export products destined for the Soviet Union. As a result 
of this refusal, which the Department of Commerce based 
upon the FOIA, an experimental investigative approach had 
to be discontinued. 


Federal Deposit Insurance Corporation (FDIC) 

The failure of a bank in Denver, Colorado, had 
resulted in FDIC receivership to liquidate the assets. 
Fraud was suspected within the bank. Although this matter 
was referred for FBI investigation, bank records in the 
hands of the FDIC could not be reviewed without a subpoena. 
The FDIC cited provisions of the Privacy Act for refusing 
access. 


I 


Federal Bureau of Prisons 


In 1975, a bank robbery suspect at Los Angeles 
was determined to be an escapee from the Federal Prison 
at Terminal Island, California, The suspect was a known 
heroin user, who had been employed and treated in a federally- 
funded narcotics prevention program. The program supervisor 
was contacted in order to obtain any information to locate 
the escapee. Due to federal privacy legislation, the supervisor 
declined to furnish any information concerning the escapee 
from the program files. 

Military Installations 


Approximately a year and a half ago, a disbursing 
officer at Port Carson, Colorado was incorrectly continuing 
to send payments to, a deserter. The officer declined to 
furnish the address of the deserter to FBI Agents because 
of his understanding of th^ POIPA laws. 





In Savanah/ a request was made by Army Authorities 
to determine the status of a possible deserter subject. 

In an effort to establish the subject's unit assignment, 
a military hospital was contacted and verified the subject 
was a patient. The hospital refused to release the subject's 
unit assignment or other information regarding his status, 
due to provisions of the Privacy Act. 

An attempt by the Savanah office was made to contact 
the owner of a weapon which had been entered into NCIC, 
to determine if it had been recovered. As the owner had been 
in military service, the Army Personnel Office was requested 
to furnish his separation address. That Office advised 
the record subject had requested his forwarding address 
not to be released, under the Privacy Act. Accordingly, 
this forwarding address was not furnished to the FBI. 

* 

An individual, his wife and child had assumed 
the identity of a retired military family. Through this 
identity they received medical care at numerous military 
hospital facilities including Fitzsimons U. S. Army Hospital 
at Denver, Colorado. According to the Army, information 
in the files at Fitzsimons could not be obtained due to 
the Privacy Act, without a "Letter of Need" or subpoena, 
although the loss at Fitzsimons alone exceeded $12,000. 

In a civil rights investigation at Newport, 

Rhode Island, the victim was treated by a Navy physician 
assigned to the United States Naval Regional Medical Center, 
Newport. Agents determined from the staff at the Medical 
Center that the physician had been discharged from the 
service. However, citing the Privacy Act, the staff wpuld not 
provide his forwarding address. 

* 

During investigation of a civil rights violation 
at Memphis, Tennessee# it was determined a witness might 
be assigned to a nearby Naval Air Station. The base 
was contacted to verify whether or not the witness was an 

enlisted man assigned to that facility. However ^ military 
spokesmen declined to furnish any information, based on 
the Privacy Act. Subsequent independent investigation 
determined the witness was in fact a navy enlisted man 
attending a specialized class at the naval base. Nevertheless, 



chief petty officer in charge of the class still declined 
to confirm the witness was in his class, based on a possible 
violation of the Privacy Act. In order to make this witness 
available for FBI interview, it was necessary to contact 
the Base Commander's Office. 


National Aeronautics and Space Administration (NASA) 

An employee of the General Counsel's Office, 

Kennedy Space Center, Cape Kennedy, Florida, was contacted 
in order to obtain the last known address for a former employee 
and refused to release this information, referencing "Privacy 
Act" restrictions. 


U. S. Postal Service 

On December 15, 1977, while conducting a fugitive 
investigation, a Special Agent of the Milwaukee Division 
requested a Postal Service employee to direct him to Route 5, 
Rice Lake, Wisconsin. Replying he feared it might be a 
violation of the Privacy Act for which he could be subject 
to a $5,000 fine and a civil suit, the postal employee 
declined either to furnish geographic location of Route 5 
or to answer any further FBI questions. 


Securities and Exchange Commission (SEC) 

In an Unlawful Flight to Avoid Prosecution Investigation, 
records pertaining to the subject of the investigation were 
requested from the Securities and Exchange Commission. 

The SEC delayed release of the information twenty-four hours 
in order to examine the ramifications of the Freedom of 
Information Act. 


Social Security Administration 

In December 1975, an FBI fugitive investigation 
led to a possible current address of the fugitive in files 
of the El Paso Social Security Office. Local Social Security 
representatives advised the fugitive's address in file could 
only be released under subpoena. However, when subpoena was 
issued by the U. S. District Court, El Paso, Texas, An SSA - 
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regional attorney advised information requested in SSA files 
was not subject to subpoena under U. S. Code. It was suggested 
a relative of the fugitive cooperating with the FBI could 
go to the Social Security Office in El Paso and apply under 
the POIA for the fugitive's address. In January, 1976, a 
cooperating family member by Freedom of Information request 
was given by SSA all the information the FBI had unsucessfully 
requested. 


* 

Recently, the Plattsburgh, New York Resident Agency 
received information from the New York State Police (NYSP) 
concerning a possible Fraud Against the Government: An 

individual was allegedly receiving full Social Security 
disability payments, but the NYSP were in possession of 
documentation showing this individual was working full time. 
However, based on provisions of the Freedom of Information- 
Privacy Acts, the chief of the local Plattsburgh Social 
Security Office declined to furnish any information concerning 
the individual or his possible receipt of SSA disability 
payments. 


U. S. Treasury Department 

In an FBI fugitive investigation, the subject's 
father was determined to be a D. S. Treasury Department 
employee in San Francisco. After several weeks delay, while 
agency attorneys were consulted concerning Privacy Act 
considerations, the FBI was finally permitted to review 
a personnel status form from the father's file in hope of 
locating a current address for the subject. Applicable 
personnel regulations required that the form be updated 
every twelve months; however, the father's form was dated 
19 months previously and contained only the subject's 
pre-fugitive address. The form delinquency was pointed 
out to the agency, with the FBI's suggestion an "update" 
by the employee might provide the needed address to locate 
his fugitive son. The agency took this matter under advisement 
for several weeks, and later informed the FBI the Privacy 
Act required the FBI's investigative interest be divulged 
to the father if he were asked to update his personnel 
status form. Consequentlyv this line of investigation waS 
discontinued. 





t 


Internal Revenue Service (IRS) 

During a recent Strike Force Operation which 
included the FBI and IRS in Wilmington, North Carolina, 
the U. S. Attorney's Office requested information from 
prior tax returns of the subjects of this joint investigation. 
Despite approval of the Strike Force Attorney, and the 
Regional Office of IRS in Atlanta, Georgia, the FOIA officer 
of IRS in Greensboro, North Carolina, refused to turn 
over the requested tax records based on his interpretation 
of the Privacy Act. He expressed fear of being sued 
at some future date if he disclosed the records, and only 
produced them after a two-month delay upon direct order 
from a senior IRS official. 


Veterans Administration 

In an Interstate Transportation of Stolen Motor 
Vehicle investigation, the only lead available to the location 
of a witness was information the witness was an outpatient at 
the Veterans Administration Hospital in Indianapolis, Indiana. 
Officials at the Hospital confirmed the witness' outpatient 
status, but refused to furnish the witness' address, citing 
the Privacy Act. 


* 

The following article appeared in a recent edition 
of the Commercial Appeal , a local Memphis, Tennessee, newspaper 

"Police complained yesterday that they were not 
contacted by Memphis Veterans Hospital officials about a 
58-year-old stabbing victim who entered the hospital June 7, 
until after the patient died Wednesday, 

"Lt. Don Lewis, assistant homicide squad commander, 
said the patient, Tom Echols of 1577 Airways, 'probably 
could have told us who had stabbed him or at least what 
the circumstances were if we'd only known about the case. 

'As It was, we didn't get any word about the stabbing 
until after he died and now, if it turns out to be ruled 
a homicide, we're stuck with a mystery murder we'll have 
to work from scratch.' ^ 

"Echols complained to hospital doctors of severe 
abdominal pain when he entered the hospital and doctors 
said they found an old abdominal stab wound when they operated 
on him. He died at the hospital at 3:02 p.m. Wednesday. 



V. 





"Lewis said that when asked why the hospital failed 
to contact police about the stab wound, hospital authorities 
said that they did not want to violate the federal privacy 
laws. 


"No ruling had been made on the death late yesterday." 


B. STATE LAW ENFORCEMENT AGENCIES 

Agents who work on a frequent basis with the Indiana 
State Police Intelligence Unit have advised this unit has 
expressed concern about sharing their sensitive informant 
information with any Federal agency because of the disclosures 
being made under the FOIA and PA. The ISP Intelligence 
Unit continues to exhibit a cooperative attitude when dealing 
with known and trusted Federal Agents; however, they have 
advised they do not desire to be contacted for information 
by Agents who are not personally known to them. Their 
rationale is that they can trust the Agents they know to 
properly conceal the identity of their informants, even 
if the information were to be later released under the FOIA 
or PA. 


* 

The Phoenix FBI Office has noted a trend to exclude 
Agents working organized crime matters from key intelligence 
meetings in the Phoenix area. Several state law enforcement 
officers have mentioned a concern for the security of information 
in connection with FOIPA disclosures as the reason for the 
closed meetings. Phoenix undertook efforts through meetings 
with state and local law enforcement agencies to improve 
their understanding of the FOIA and PA legislation. These 
efforts have- not met with complete success. 

* 

The Attorney General for the State of Maine has 
advised he intends to follow a policy concerning the release 
of state records to be in conformity with the FOIPA. Consequently, 
in applicant background investigations, Maine State Police 
arrest records concerning relatives of applicants are not 
made available to the FBI. 


* 
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The State of Texas has a privacy act entitled 
the Texas Open Records Act, which is patterned after the 
Federal Freedom of Information Act. This Act limits access 
by federal investigators to certain records, including 
civil rights investigations. 



C. LOCAL LAW ENFORCEMENT AGENCIES 


Due to FOIA and the Privacy Act, difficulty has 
been experienced on several occasions in obtaining information 
from the New York City Police Department (NYCPD) . Some 
officers have stated their reluctance to make information 
available concerning subjects of local investigation because 
of these Acts. The Organized Crime Control Bureau and the 
Intelligence Division of the NYCPD have expressed concern 
over the FBI's ability to protect sources of information. 

* 

In a Boston civil rights investigation, in which 
the subject was a former employee of a Rhode Island law 
enforcement agency, the head of that agency advised subject's 
personnel file contained several previous complaints concerning 
his alleged brutality. However, the agency refused to make 
the personnel file or information contained in it available 
to the FBI, out of fear the subject would have access to 
this information under the Privacy Act. 

* 

In a recent civil rights investigation, an effort 
was made to obtain a copy of a Utica, New York Police 
Department report of the victim's death. Local authorities 
would make the report available for review but declined 
to provide a copy for inclusion in the FBI's investigative 
report. Anticipating a civil suit would be filed against 
the city and police department arising from the victim's 
death, they questioned the ability of the FBI in view of 
the FOIA and PA to maintain the local report in confidence. 

* 

A representative^ Of the Los Angeles Police Department 
Intelligence Division has stated he is very reluctant 
to furnish information regarding possible domestic revolutionaries 
He is fearful such information could inadvertently be released 
pursuant to the FOIPA. 



A detective of the Onion County Prosecutor's Office, 
Elizabeth, New Jersey, was contacting his local sources 
relative to the whereabouts of a former Elizabeth resident 
who IS now a federal fugitive charged with murder. The 
detective said his sources and contacts in the Cuban community 
in Elizabeth were reluctant to provide information in this 
federal case or others because of the fear of disclosure 
under the FOIA. 


* 

The following letter was directed by the Chief of 
Police in Portland, Oregon, to the FBI: 

Dear Mr. Barger; 

With respect to FBI files being made accessible 
to persons or organizations pursuant to the Privacy Act 
or the Freedom of Information Act, I request that all 
investigative records of information, from whatever Portland 
Bureau of Police source {including the Portland Police Bureau 
as an organization, its employees, etc.), in your files 
be protected and kept confidential. 

If such protection cannot be assured to this 
organization by the FBI, we will only be able to cooperate 
in the exchange of non-sensitive, non-conf idential information. 
The Portland Bureau of Police would not be able to pass 
on sensitive information to the FBI without this assurance 
of confidentiality, and the effectiveness of the working 
relationship between our organizations would be greatly 
diminished. 


Very truly yours. 


B. R. Baker 
Chief of Police 

* 

Former Los Angeles Police Chief Edward Davis 
stated in the early part of 1977, that if any information 
is released by federal law enforcement agencies as a result 
of a request under the FOI^A, which indicated that the source 
of information was the Los Angeles Police Department, he 
would no longer allow his department to furnish information 
to any federal law enforcement agencies. 
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A representative from the Criminal Conspiracy 
Section of the Los Angeles Police Department has stated 
his section is very reluctant to discuss information concerning 
possible intelligence operations of the LAPD. The representative 
stated he feared this information could inadvertently be 6^ .. 
released by the FBI to an individual pursuant to his FOIPA 
request. 


* 

In civil rights matters, officers of the Greensboro, 
North Carolina, Police Department have been cautioned by 
their departmental attorneys that, when interviewed as subjects 
by FBI Agents, they should respectfully decline to furnish 
any information based on the 5th Amendment. They have been 
cautioned further that any statement they do make to the 
FBI would be subject to disclosure under the FOIPA. 

* 


R 


The Little Rock Police Department and the North 
Little Rock Police Department will not share their informants 
and, more importantly# a substantial amount of their informant 
information on federal violations, for fear an informant 
will be disclosed accidentally by the FBI through a request 
in connection with the Freedom of Information-Privacy Acts. 

* 


It has been observed the exchange of information 
among local police, state and federal investigators at the 
monthly meetings of the Columbia, South Carolina area Police 
Intelligence Organization has decreased substantially. 
Because of uncertainty over what information may meet FOIA 
or PA disclosure criteria, there is very little information 
exchanged at these meetings. 


* 

In the latter part of 1976, the FBI Milwaukee 
Office experienced a reduction in the information that could 
be obtained from Milwaukee Police Department records relating 
to cases other than applicant matters. For a short period 
of time, only limited investigative information would be 
released to the FBI; however, an understanding was formulated 
whereby any arrest record not reflecting a conviction would 
not be disseminated outside the FBI. To maintain relationship 
with the Milwaukee Police Department, this understanding 
is still incorporated in Milwaukee investigative communications. 

* 

/ • 
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Since the Spring of 1976, the New Orleans Office 
of the FBI has encountered an express reluctance by the 
New Orleans Police Department and Jefferson Parish Sheriff's 
Office Intelligence Units to cooperate in furnishing written 
information to the FBI on security, as well as criminal, 
matters. A member of the NOPD Intelligence Unit stated 
that, despite past FBI assurances that all intelligence 
information would be considered confidential, it had been 
learned a former black activist, who had made an FOIA request 
to the FBI was furnished a copy of an intelligence report 
previously furnished to the FBI by the NOPD. Although this 
document did not reveal the identity of any NOPD informant, 
that local agency advised it had no choice but to decline 
to furnish further written information to the FBI, in order 
to prevent this situation from arising again. 

* 

In the course of a fugitive investigation, a 
Cleveland FBI Agent was denied information contained in 
City of Cleveland employment records, due to the Privacy 
Act. Subsequently, the Cleveland Agent was able to obtain 
these records through a federal search warrant which was 
served on Cleveland City Hall. However, because of delays 
required to obtain the search warrant, the Cleveland Agent 
missed apprehending the fugitive at his place of employment. 


D. FOREIGN LIAISON 


Tr> ya/NQi-i4- ea<- -t r^n c the 

I in an 

investigation concerning copyright matters, these officers 
stated they did not furnish all information to the Federal 
Bureau of Investigation as they had in the past, due to 
the Freedom of Information Act. 


I 


1 


bl 
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dSClinSd to actively assibu cue rnx because oi i-iie lecii 
of seeing his name in the newspapers. He advised the promise 
of confidentiality by law enforcement in today's political 
environment is worthless. 




A citizen who has close contact with a foreign 
police agency discontinued his association with the FBI 
because he feared that, under the FOIA, information might be 
released which would identify either himself or this foreign 
police agency. 


* 

In the past two years, several Agents have had 
contact with foreign police representatives visiting the 
United States. These representatives have come from Western 
countries, some of which have experienced internal problems 
with terrorism, including Great Britain, France, Canada 
and Norway. These police representatives generally offered 
the observation that, despite their high regard for the 
reputation and professionalism of the FBI, they believed 
(one said it was sadly amusing) all of the fine efforts 
of the FBI are sometimes diluted, if not negated, when the 
investigative results have to be furnished under the FOIPA 
to the subjects of investigations. This same dismay over 
restrictions on the FBI was relayed by a person who traveled 
to Israel and visited the Israeli Police. 



III. ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION 
FROM THE GENERAL PUBLIC 

A. AIRLINES /. 

' - 

In an FBI case. United Airlines at Seattle, Washington', 
had accepted a stolen check for airline passage. As United 
Airlines computers indicated to the ticket agent the check 
was stolen, the airline refused to issue the ticket which 
had been completed by the ticket agent. During the course 
of FBI investigation. United Airlines was requested to 
surrender the completed but unused ticket as evidence; 
however, the company declined to make the ticket available 
to the FBI due to the FOIPA. 


B. APARTMENT OWNERS 


A Richmond Division clerical employee, who is 
also employed by an apartment complex, advised this memorandum 
was prepared by the apartment manager relative to release 
of confidential information concerning tenants: 

"In response to many of your questions, our attorneys have 
advised us to follow this procedure: 

1) "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS TO BE ADMITTED 
TO ANY RESIDENT’S APARTMENT WITHOUT A SEARCH WARRANT. 

2) "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO 

SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA. 

3) "ALL SUCH OFFICIALS MUST SHOW IDENTIFICATION. 

"We cannot give out the following information; 

1) Resident's income 

2) Resident's outstanding bills 

3) Resident's method of payment 

"We can give out the following information: 

1) Resident's address 

2) Resident's marital status 

3) Resident's forwarding address 

"Please be courteous to all police officials. However, explain 
to them that you are prohibited from releasing confidential 
information. 






22 



"If you have any questions about this procedure, contact 
your rental coordinator." 

"Resident Managers must circulate this memo to all employees." 
C . BANKS 


Citing the Privacy Act, a large Denver bank would 
not make available details of a particular financial transaction 
without a subpoena, although the bank was the vehicle in 
a possible 2.2 million dollar fraudulent ITSP transaction. 

A former president of another Denver bank obtained 
loans using fraudulent financial statements. The former 
employer bank would not make available to the FBI the personnel 
file, the loan file, or the results of the internal audit 
regarding the president's activities, based on the Privacy 
Act. This information was not available from other sources. 

* 

In a major Fraud by Wire investigation including 
RICO ramifications. General Counsel for Wells Fargo Bank, 

San Francisco, advised that even though the subject of the 
investigation was in present default with the bank, no records 
would be made available to the FBI without a subpoena duces 
tecum. The General Counsel stated it was possible the 
subject might at some future time enter into negotiations 
with the bank removing himself from a default position, 
at which time the bank would place itself and its officers 
in a position of great liability. According to the General 
Counsel, this liability would be based upon the fact the 
Privacy Act had prohibited the bank from releasing information 
to the FBI without a subpoena duces tecum. 

* 

During an investigation concerning disappearance 
of $1,000 from a Los Angeles bank, investigating Agents 
contacted a senior vice president to request background 
information on a particular suspect bank employee. The 
vice president advised that, due to recent federal and state 
privacy legislation, he could not furnish personnel informa- 
tion concerning this employee , as he feared that the employee 
might then have grounds to file a law suit for invasion 
of privacy. 



In an investigation originating in Chicago involving 
false statements to an estimated 50 to 65 banks resulting 
in 3.8 million dollars in law suits, the San Francisco FBI 
Office served a subpoena for bank records at Wells Fargo 
Bank, San Francisco, and additionally made request to interview 
bank officers who had been personally contacted by subjects. 

Wells Fargo, a victim of the scheme, would not permit the 
requested interviews without additional subpoenas directed 
to the officers involved. By way of explanation, the bank 
advised the Privacy Act prevented discussion of any information 
concerning a bank customer without subpoena. 

* 

In a recent Honolulu investigation regarding Interstate 
Transportation of Stolen Property, an Agent was denied information 
contained in bank records which would have been of lead 
value in locating the subject. The bank personnel, including 
the vice president, cited the Privacy Act as basis for refusal 
to disclose this information, which would have indicated 
where the subject was cashing bad checks. 

* 

In an investigation involving almost $800 worth 
of bad checks, a request was made to review and obtain certain 
bank records at El Paso National Bank relating to the subject's 
checking account. An assistant cashier at the bank denied 
the request, citing the Freedom of Information Act and Privacy 
Act. This erroneous denial of information resulted in a 
two-month delay in the investigation. 

* 

An individual obtained a loan on home improvements 
insured by the FHA. The loan was defaulted and the State 
National Bank of Odessa, Texas, made a claim and was paid 
by the FHA. During subsequent investigation by the FBI, 
the State National Bank of Odessa, Texas, refused to furnish 
the FBI any information concerning the loan without a subpoena. 

The reason given for the denial of information was the Freedom 
of Information Act and the Privacy Act. 





,, \ ' The First National Bank of Midland/ Texas, was 

^ f<the victim bank in a Bank Fraud and Embezzlement - Conspiracy 
case. Losses suffered in this case were approximately 
$476,000, Bank officials advised that under bank policy, 
which was based on the Freedom of Information and Privacy 
Acts, they would furnish no information to the FBI without 
a subpoena duces tecum. 


D. CREDIT BUREAUS 


Citing the Privacy Act, Cleveland Credit Bureau 
personnel refused to furnish information regarding a fugitive’s 
address and employment, which could have enabled the FBI 
to apprehend him. The Credit Bureau advised that such 
information would be released to the FBI only upon the issuance 
of a subpoena. 


* 

The policies of the Credit Bureau of Greater Houston, 
influenced and shaped by the impact of the Freedom of Information 
and Privacy Acts, have limited the information that is available 
to the FBI, as follows: 

(a) In applicant cases, even when waiver forms have 
been executed by the applicants, the Credit Bureau 
will not identify businesses where the applicants 
have delinquent accounts. 

(b) In criminal cases, the Credit Bureau will not 
identify businesses where the subjects (or other 
pertinent individuals) have applied for credit. 

it 

One of the larger collection agencies in St. Louis, 
Missouri, has refused to furnish information regarding individuals 
who are subjects of FBI investigations, and has specifically 
stated this reluctance is based on the FOIPA. 


E. EDUCATIONAL INSTITUTIONS 

In June 1978, a state university registrar was 
contacted for assistance in obtaining student documentation 
for an undercover Special Agent. The registrar declined 
to cooperate in the investigation, commenting his cooperation 
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would require him to knowingly misrepresent the university. 

He explained the Privacy Act was very clear as to what he 
could or could not do; he was even prevented from furnishing 
information to parents of students, even when the parents 
were entirely paying for their child's education. 


* 

Agents of the Honolulu Office, in criminal investigations, 
ace unable to gain access to registration and/or academic 
records of current and prior students at the University 
of Hawaii. The only information available is public source 
information which is contained in the Student Directory. 

The explanation for denial of access by University of Hawaii 
personnel is the Privacy Act. 


■k 


During the fall of 1977, an SA of the Mobile Division 
was conducting a background investigation involving a Bureau 
applicant. The applicant's attendance at a community college 
in Alabama was verified but the agent experienced difficulties 
obtaining detailed information, even though the applicant 
provided the FBI with the required release. School officials 
refused to provide the agent with the names of the applicant's 
former instructors and attributed their position to the 
Privacy Act. 

I * 

During a Civil Rights inquiry recently, a local 
university student stated incidentally that she was taking 
a Government course in which the professor gave extra credit 
to students who requested files on themselves from the FBI. 

The student herself received extra credit, even though the 
FBI responded to her FOIPA request that no files were located 
identifiable to her name. * 

Arizona State University officials have adopted 
an official policy of non-cooperation with investigators 
since the enactment of the Freedom of Information and Privacy 
Acts. This policy is carried out at all levels of the 
University's administration. Prior to the Freedom of Information- 
Privacy Acts, the University was most cooperative. 
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At Boulder, Colorado, in connection with applicant 
type investigations, there have been instances in which 
individuals displayed a reluctance to furnish derogatory 
information after being advised of the provisions of the 
Freedom of Information Act, even though it was pointed out 
that their identities could be protected. No information 
has been available from the Office of Records and Admissions, 
University of Colorado, Boulder, except in those instances 
where a signed release was provided. 

* 

During a recent Foreign Counterintelligence investigation, 
college records concerning the subject were unavailable 
without a release from the subject or a subpoena, due to 
fear of violation of the FOIPA. Personnel at the motel 
where the subject stayed would furnish only limited information 
concerning this individual, due to the FOIPA. 

* 

In connection with a fugitive investigative matter, 
a transcript supervisor at a major upper-midwest university 
advised on April 16, 1976, that in the opinion of the university 
administrators, no information could be released to Agents 
of the FBI concerning the fugitive without his consent in 
the form of a signed release granting authority to do so. 

The position of the University was said to be in compliance 
with provisions of the Privacy Act legislation. 

* 

In a recent FBI fugitive investigation, information 
was developed that the fugitive might be a student at State 
Technical School, Memphis, Tennessee. This institution 
was contacted and informed the investigating agent that, 
as a result of the Privacy Act, no information from records 
could be released to the FBI. The institution would not 
confirm whether or not the fugitive was currently a student. 

* 

During the investigation of an $11,000 Bank Fraud 
and Embezzlement violation, the University of Texas at El 
Paso was contacted regardilig the subject. UTEP officials 
refused to disclose whether or not the subject was a veteran 
receiving VA educational benefits. The UTEP administration 
cited the Freedom of Information and the Privacy Acts as 
the reason for not providing the requested VA information. 

This denial of information resulted in a two-month delay 
in the investigation. 
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F. HOSPITALS AND PHYSICIANS 

In an applicant investigation at Auburn, Alabama, 
a waiver was provided the FBI to obtain medical records concerning 
hospitalization at the health center of an educational institution 
there. The school physician refused to provide any information 
either to the FBI or to the applicant, even after the latter 
personally went to the health center to sign a second waiver 
drawn by the school. The office of the school president 
advised refusal to release information was due to the Privacy 
Act. 


* 

An individual identified as operating a check 
kite scheme with banks in Indiana, Ohio and Pennsylvania 
had been hospitalized in a St. Louis hospital. Investigation 
determined this individual had initiated his check-kite 
scheme from a hospital telephone. Nevertheless, hospital 
officials, citing the FOIPA, refused to verify his hospitalization 
or date of confinement. 


* 


In an FBI fugitive case, the Agent attempted to 
obtain background data on the fugitive from a private hospital 
in Indianapolis, where he had been a former patient. Hospital 
officials expressed the belief that Federal Privacy Law 
inhibited them from verifying the subject's status as a 
former patient, much less releasing background information 
on him. 


G. HOTELS 

A hotel in San Diego which is a part of a large 
nationwide hotel chain refused to furnish information on 
guests, including foreign visitors, without a subpoena due 
to the enactment of the FOIPA. 


* 

During a fugitive investigation of a subject wanted 
by federal and local authorities for extortion and firearms 
violations, a Special Agent of the New York Division contacted 
the security officer at the Rye Town Hilton Hotel, Port 
Chester, New York. The purpose of this contact was to develop 
background information on a former employee of the hotel 
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who was an associate of the fugitive. This employee allegedly 
had knowledge of the fugitive's current whereabouts. Security 
officials at the hotel refused to furnish any information 
from their files without a subpoena because they felt they 
were open to civil litigation under the provisions of the 
Privacy Act. 


* 

Numerous hotels and gambling casinos in the State 
of Nevada, which would formerly furnish information from 
their records on hotel guests and gambling customers during 
routine investigations, now require a subpoena before they 
will release any information to the FBI. The reason given 
by hotel officials for subpoena is for hotel protection, 
in the event of a law suit, following an FOIPA release given 
to these subjects of investigation. 


H. INSURANCE COMPANIES 


Information submitted to Medicare through Aetna 
Insurance Company, which would show medicare fraud perpetrated 
by the staff of a union-owned hospital in Anchorage, Alaska, 
was withheld by Aetna citing the Privacy Act. It was necessary 
to obtain a Federal Grand Jury subpoena for the desired 
information. 

% 

In the field of arson investigation, major insurance 
companies and the Fire Marshall Reporting Service have stated 
they will provide no information to federal law enforcement 
agencies except under subpoena. They advise their legal 
departments believe this position is necessary for protection 
against civil suit, in the event of an FOIPA disclosure. 


1. LEGAL PROFESSION 


On May 5, 1977, a nationally known U. S. District 
Court Judge refused to be interviewed on an applicant matter 
because he wanted any information furnished about the applicant 
to remain confidential. It was the judge's opinion the 
FBI could not prevent disclosure of this information at 
a later date to the applicant under the Privacy Act. 

* 
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In response to an FBI inquiry concerning an applicant, 
an attorney who was a former AUSA confided that significant 
information, meaningful and derogatory, would not be forthcoming 
concerning the applicant because of the FOIPA. When pressed 
by the FBI Agents upon this point, the former AUSA stated 
that he himself would counsel his clients not to furnish 
the FBI with derogatory information in applicant-suitability 
matters. 


★ 

During an investigation in March 1978, by the 
Kansas City Office, private attorneys were interviewed concerning 
the qualifications of a candidate for a Government position. 

These private attorneys initially declined to furnish derogatory 
information in their posession concerning the candidate, 
in view of the provisions of the Privacy Act. They did 
furnish pertinent information on a promise of confidentiality, 
and it is unknown what information they withheld due to 
fear of the effect of the Privacy Act. 

* 

In a background investigation of a person considered 
for appointment as U. S. Magistrate, a U. S. District Judge 
before whom this candidate practiced law declined to furnish 
any information which would be divulged to the candidate 
under the FOIA. 


* 

A federal district judge was interviewed in a 
background investigation concerning a departmental applicant. 

The judge stated he did not feel that the FBI could provide 
confidentiality concerning his statements. He declined 
to furnish candid comments concerning the applicant and- 
stated he did not wish to be interviewed concerning any 
FBI applicant investigations in the future. 

* 

A prominent attorney in Dayton, Ohio, was contacted 
concerning an applicant. He indicated he was in a position 
to furnish uncomplimentary information concerning the applicant, 
but advised the interviewing agent that due to the POIA 
he would not do so. Thereupon, he furnished a brief, neutral 
commentary. 





In connection with a suitability investigation 
concerning a nominee for U. S. District Judge, two attorneys 
contacted in July 1976, expressed extreme reluctance to 
furnish their true opinion regarding the qualifications 
of the candidate. They indicated they were fearful that, 
should the candidate be appointed to a judgeship and later 
learn of their statements, he would find a way to punish 
them professionally through his position. The attorneys 
eventually provided their comments after receiving an express 
promise of confidentiality; however, there is no assurance 
that they were as candid as they might have been before 
the FOIPA. 


* 

In a recent background investigation conducted 
by the Las Vegas Office pertaining to a Federal Judgeship, 
one attorney contacted advised he had derogatory information 
concerning the judicial candidate. However, he declined 
to furnish this information to the FBI stating he felt the 
information would eventually be disclosed to the applicant 
under the Privacy Act. He felt that, if this disclosure 
ever occurred, he would be unable to practice before the 
applicant's Court. 


J. NEWSPAPERS 

In a Corruption of Public Officials case, recent 
consideration was being given for change of venue to El 
Paso, Texas. The El Paso FBI Office was requested to review 
newspaper clipping files to determine the amount of publicity 
in the El Paso area the corruption matter had received. 

On April 10, 1978, a newspaper editor in El Paso, Texas, 
advised that, in light of the Freedom of Information Act 
and the Privacy Act, no information from newspaper clipping 
files would be made available to the FBI except upon service 
of a subpoena. 


K. POLITICIANS 

Recently in a Southern state, the State Chairman 
of one of the state's two major political parties was interviewed 
regarding a presidential appointment. This individual was 
advised of the provisions of the Privacy Act at the outset 
of the interview and requested confidentiality. He made 
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one or two statements of a derogatory nature and then requested 
that these statements be disregarded. He advised that, 
although he was aware his identity could be protected under 
the Privacy Act, he was not confident this protection would 
be effective. After the above statement, the interviewee 
would provide only a general statement regarding the appointees 's 
honesty and terminated the interview. 

* 

In Oklahoma, a highly placed political figure offered 
to furnish information to the FBI concerning a multi-million 
dollar Act of Political Corruption. The information was 
never received because the Agent could not guarantee that 
his identity would not later be inadvertently disclosed 
through sophisticated queries sent to the FBI through the 
Freedom of Information Act. This source feared that the 
adversary in this matter could collect pieces of information 
from the FBI through the Freedom of Information Act, then 
assemble the information, possibly using a computer and 
identify the source. 


★ 

During the course of a Public Corruption investigation, 
the interviewing agent in a southern office detected reluctance 
of witness police officers to provide complete information, 
subsequent to a discussion of the Freedom of Information- 
Privacy Acts. It was the opinion of the interviewing agent 
this reluctance was based on apprehension by the police 
officers this information could be made available to the 
subject, a trial judge before whom the police officers 
frequently appeared. 


L. PRIVATE COMPANIES 


During a routine investigation, a Special Agent 
sought the cooperation of a company personnel manager to 
determine the subject employee's residence from company 
records. Citing the restrictions of the Privacy Act, the 
personnel manager would neither confirm the subject's employment 
with his company nor provide any background information. 


* 
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During a recent national security investigation 
involving possible Foreign Agents Registration Act violation, 
a lead was set out to interview the owner of an electronics 
firm regarding the purchase of loudspeakers and other electronics, 
used by foreign nationals in a public demonstration. The 
The owner of the electronics firm refused to disclose this 
information unless a subpoena was issued, stating he feared 
the customers who rented his equipment might learn of his 
cooperation, under the FOIPA, and bring a civil action against 
the electronics firm for breach of confidentiality. 


In connection with bank fraud matters being 
investigated in the Charleston Resident Agency, an auto 
dealer refused to furnish time cards of employees because 
he would violate the Privacy Act. 

* 

Because of the Freedom of Information and Privacy 
Acts, the policy of the Shell Oil Company limits the type 
and amount of information that the company will provide 
to the FBI regarding an applicant for employment. The personnel 
clerk for that company advised that, even when an applicant 
has executed a waiver form, the only information Shell 
will furnish regarding the applicant's employment is as 
follows; verification of employment, dates of employment; 
position and salary. 


* 

During the course of investigation in Spokane, 
Washington, agents sought to review employment records 
at the Bon Marche Department Store and were advised that 
employment records were no longer available because of .the 
Privacy Act.- Agents also attempted to secure information 
concerning the subject from Sears Roebuck Company and Nordstrom 
Department Store and were advised that this information 
was not available without a court subpoena. 

* 

In a Dallas investigative matter regarding an 
electronics company, a former employee of the company who 
was a principal witness became fearful that he would be \ 

sued by the subjects of the investigation and the company \ 

if he provided information to the FBI. He was reluctant 



because he believed this information would be available 
through the FOIPA; if the criminal allegation was not 
ultimately resolved in court, he feared he would become 
civilly liable. On several occasions, this witness asked 
what his civil liability would be and expressed reluctance 
in providing information of value to the investigating Agent. 

* 

Another Dallas investigative matter was based 
on information furnished by businessmen in a small town 
in Texas. When they initially furnished the information, 
these sources asked that they not be called upon to testify. 
Being businessmen in a small town, they expressed fear the 
information they provided would be used against them and 
harm their businesses. When these sources learned information 
which they furnished might be obtained through the provisions 
of the FOIPA by the investigation subjects, they stated 
they would not furnish any further information to the FBI. 

* 

In a fugitive investigation, information was developed 
that the subject was a former employee of an oil company. 

When contacted, the oil company management declined to furnish 
any background information from their personnel files concerning 
subject's former employment. The stated reason for not 
furnishing this information was concern for possible future 
company liability should the fact of FBI cooperation become 
known to the subject under the FOIPA. 


M. PRIVATE LENDING COMPANIES 

An Equal Credit Opportunity Act case Involved 
a limited investigation based on a Departmental memorandum 
which directed that 14 former employees of a loan company 
be identified and interviewed. Citing the Privacy Act, 
the loan company Legal Counsel declined to identify to the 
FBI the 14 former employees. Instead, he had his current 
employees make personal contact with these 14 individuals 
to request their permission to release their names to the 
FBI. This indirect process delayed the investigation for 
a one-week period. The company was also asked to release 

loan applications of certain individuals who had been granted 
loans within the past 18 months. On the basis of the Privacy 
Act, the loan company declined to release these financial 
documents. 
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N. PUBLIC UTILITIES 


During a recent security investigation, a lead 
was set forth for the Savannah Division requesting utility 
checks to be made to obtain information regarding certain 
individuals. Officials of a Georgia utility were contacted 
and advised that checks of their records would not be possible 
due to the provisions of the Privacy Act. 

* 

In Maryland, a local security office of the telephone 
company referred a "blue box" case to an FBI resident agency. 
However, the company refused to furnish any data concerning 
the principals involved in the violation without obtaining 
a subpoena for telephone company records. 

* 

In a fugitive investigation, the Indianapolis 
Office was given reliable information concerning the non- 
published telephone number of the fugitive's location on 
the Christmas holiday. The FBI holiday supervisor tried 
in vain to obtain the location of the number from various 
officials at Indiana Bell Telephone Company, and the fugitive 
was not apprehended. Indiana Bell insisted a subpoena was 
needed, based on FOIPA considerations, before this type 
of information could be released to the FBI. 

* 

Due to FOIPA ramifications. New York Telephone 
Company procedures for access to subscriber information 
and toll records substantially delayed investigative activity 
in a similar FBI case. 


0. QUASI LAW ENFORCEMENT 

On January 17, 1976, the disciplinary board of 
the Supreme Court of Pennsylvania advised that, because 
of FOIPA considerations, all requests for information by 
the FBI must be in letter form and a release authorization 
signed by the applicant must be enclosed with the request 

letter. It was intimated that a written request miqht not 
elicit all information if the disclosure could cause difficulties 
for the board. 


* 





The American Quarterhorse Association, located 
in Amarillo, Texas, will no longer provide any information 
to law enforcement agencies or investigators unless served 
with a subpoena. This Association has in the past assisted ' * 
the FBI in coverage of aspects of the racing industry. 

The Association has advised its current restrictive policy 
is the direct result of FOIPA legislation. 


P. TRAVELER'S AID AND FAMILY SERVICES 


A Detroit kidnapping case involved a 65-year-old 
victim who had been brutally beaten, stabbed and left for 
dead in a rural area of Ohio. The victim could only 
provide nicknames for the kidnappers. Investigation revealed 
that the subjects had attempted to gain transportation from 
the Traveler's Aid Society in Detroit, Michigan. The Society, 
after being advised of the urgency of the matter, nevertheless 
refused to supply information on December 20, 1977, from 
records which would identify one of the subjects and possibly 
reveal the whereabouts of both subjects. This information 
was subsequently obtained the next day by subpoena duces 
tecum and teletyped to a Texas Office within a few hours 
after receipt. Both subjects were arrested in Texas on 
December 26, 1977. However, a few hours prior to the arrest, 
one subject shot and killed an individual in Texas. 


^ 

* 
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|j The service has recently refused 


to furnish any information from their files to the FBI unless 
by a lawful court order. The Privacy Act was cited as the 
basis for this refusal to cooperate. 


Q. UNIONS 


On alleged Privacy grounds. Seafarers International 
Maritime Union in Brooklyn, New York, will no longer provide 
information to law enforcement agencies unless served with 
a subpoena. 


* 
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During the course of a Racketeer-Influenced 
Corrupt Organizations case involving certain union members 
and company officials, the investigating agent contacted 
non-union employees concerning alleged harassment by union 
members and the firing of several rifle shots at non-union 
members. A prospective witness to a particular incident 
declined to furnish any information to the FBI, on FOIPA 
grounds, stating that, "the Government just can't keep a 
secret anymore." 


★ 

In a similar FBI case, a labor union official 
refused to furnish information to the Baltimore FBI Office. 
He claimed he would have no confidence in the security of 
his information in view of the ability of individuals to 
obtain their files under the FOIPA. 


R. WESTERN UNION 


During the course of an investigation to locate 
and apprehend a fugitive, a Special Agent and a cooperating 
witness attempted to obtain information from the Western 
Union Office, Jacksonville, Florida, concerning a telegraph 
money order and message sent to the cooperating witness 
from the subject. Employees at the Western Union Company 
advised they could not disclose any information regarding 
81 the money order or message, due to "Privacy concerns," without 

a court order. 
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IV REDUCTION IN CURRENT INFORMANTS OR POTENTIAL INFORMANTS 
RESULTING PROM PRESENT POIPA DISCLOSURE POLICIES 

A. DEVELOPMENT OF POTENTIAL INFORMANTS 


During the past four months, three individuals 
were separately contacted in an effort to obtain their cooperation 
in organized crime matters. Each of these individuals advised 
the contacting agent they felt their confidentiality could 
not be maintained due to current FOIA legislation. It is 
believed these individuals would have been cooperative had 
they not feared the FOIA and they v/ould have been valuable 
FBI informants. Because of the wide publicity which the 
FOIA has received, these individuals were well aware of 
the public’s ability to gain access to information in FBI 
files. 

* 

Shortly after a sky;]acking began, an identified 
caller stated to a Special Agent that he was a medical 
doctor and that the skyjacker was probably identical to 
an individual who was an outpatient at the pyschiatric 
clinic where the caller was employed. He stated the individual 
was schizophrenic and was dangerous to himself and to other 
persons. The caller suggested that a psychiatrist should 
be available during all negotiations with the skyjacker. 

The caller's identity was requested since he was obviously 
knowledgeable concerning the skyjacker and could furnish 
possible valuable information in an attempt to have the 
skyjacker peacefully surrender. Despite the fact that 
several lives were in jeopardy, the caller stressed that 
he was unable to furnish his name because of Federal Privacy 
Act requirements and terminated the call. Because of this 
telephone call, the FBI did have a pyschiatrist available 
during negotiations with the skyjacker (who had been correctly 
identified by the caller) and the skyjacker's surrender 
was accomplished without loss of lives or property, 

* 


For approximately three years, a telephone caller 
known to the agent only by a code name furnished information 
in a wide variety of cases, from drug-related matters to 
terrorism. The caller never identified himself and advised 
he could never testify since to do so would risk death. 

The caller finally terminated his relationship, expressing 
fear that an inadvertent release of information by the FBI, 
under the FOIA, might identify him. 

* 
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An individual in a position to know information 
about an FBI subject stated to a Special Agent at Dallas, 
Texas, that she would not furnish any information lest it 
and her identity appear in the newspapers. She made reference 
to information which was being published in the press as 
a result of an FOIPA request. 


* 

An agent of the Jacksonville Division was recently 
in contact with an individual believed capable of providing 
reliable direct and indirect information regarding high- 
level political corruption. This individual advised his 
information would be furnished only if the contacting Special 
Agent could guarantee that the individual's identity would 
never be set forth in any FBI files. The contacting Agent 
attributed this individual's reluctance to have his identity 
set forth in FBI files to a fear of the FOIPA and its effect 
on the FBI's ability to maintain confidentiality of information 
from informants. 


* 

In August 1976, an FBI field office contacted 
a potential criminal source, to determine why he was not 
now providing the FBI with information as he had been in 
the past. This potential source replied that he was in 
feat of losing his job and of retaliation by individuals 
about whom he might furnish information. The potential 
source asked if the FBI could guarantee the confidentiality 
of his relationship and of the information he furnished. 

He stated he was particularly concerned about confidentiality 
in light of the FOIA. In view of his apprehensions, this 
individual is no longer being contacted by the FBI. 

* 

A particular Organized Crime case involved an 
investigation to identify male juveniles being transported 
interstate for the use of homosexuals. Due to fear of reprisals 
stemming from FOIA disclosures and Privacy Act problems, 
various school officials would not cooperate in the investigation 
to verify the identity of the juveniles. In the same case, 
prominent citizens in a community displayed reluctant cooperation 
with the FBI out of fear of FOIA disclosure. 

* 
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In Portland, Oregon, a potential source advised p„ 
he would not cooperate with the FBI due to fear his identit^'^ 
would be publicly revealed, which would be detrimental to ^ 
his profession. This potential source referred to news 
accounts in the local press regarding material made available 
under the FOIA, which had disclosed the names of several 
individuals in professional capacities at Portland who had 
assisted the FBI and the nature of their assistance. This 
type of publicity, according to the potential source, would 
be detrimental to any individual in business who elected 
to cooperate with the FBI. 


* 

A Special Agent advised that an individual in 
a high management position in a state agency wished to provide 
information to the FBI on a confidential basis. During 
one of the agent's initial conversations with this source, 
confidentiality was requested, specifically that the source's 
name never be mentioned in FBI files due to "past legislation. 
Freedom of Information Act, etc." This person was in a 
position to furnish information concerning White Collar 
Crime and political corruption; however, the potential source 
subsequently refused to cooperate with the FBI, in spite of 
the Agent's assurances. 


B . CRIMINAL INFORMANTS 


A Newark criminal informant, who furnished very 
significant information in an automobile ring case, advised 
he feared for his life after reading in various New Jersey 
newspapers of disclosures made under the FOIPA. As a result, 
this source will no longer furnish information which is 
singular in nature. 


* 

Several attempts have been made by the New York' 
Office to reactivate a former source, who had been extremely 
cooperative and productive. Current attempts to persuade 
the source to once again aid the FBI have been negative. 

The former Informant refuses to cooperate, as he believes 
his identity cannot be kept^ secure due to FOIPA disclosure 
policy. 



1 


t 


An informant of the Mobile Division was recently 
closed inasmuch as the source advised he felt the FBI could 
not efficiently protect the confidentiality of his relationship 
and his identity, due to the FOIPA. This source has previously 
provided excellent information regarding gambling and organized 
crime in the Mobile Division. He stated that he is afraid, 
if his name ever surfaced as providing information to the 
FBI, he would lose his business and everything he has worked 
for in his life. 


* 

A Top Echelon Informant of the Mobile Division 
was recently closed as he would no longer furnish information 
to the FBI, because he was concerned about his identity being 
made known as a result of recent disclosures of FBI information 
and confidential sources. 


* 

In 1976, the Albuquerque Division had an active 
informant who stated he would no longer continue in that 
capacity because it was his belief, as a result of the FOIPA, 
his identity and confidentiality could no longer be protected. 

* 

^ In an ITAR-Arson investigation, an individual 

in the Albany area was sucessfully developed as a potential 
source of information concerning racketeering and political 
corruption. However, upon learning of the provisions of 
the FOIPA, this individual requested that his conversations 
not be recorded and refused further cooperation. 

* 

Another field office informant related a conversation 
which occurred between a local attorney and several organized 
crime figures. The attorney commented that within the next 
few years the FBI will be severely restricted in its efforts 
to obtain information from confidential sources. He stated 
that he fully expected the provisions of the FOIPA would 
be sucessfully utilized in identifying FBI informants. 

Agents subsequently contacting this valuable source have 

noted a subtle reluctance on his part to more fully penetrate 

the particular organized crime activities which he is in 
a position to cover. 


* 
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An FBI Office in a major North Central City has 
received information from several reliable informants that 
most Organized Crime members in the area have been instructed 
to write to FBI Headquarters requesting file information 
pertaining to themselves. These informants have advised 
the sole purpose of this process is to attempt to identify 
informants who have supplied information to the FBI on 
Organized Crime matters. The FOIPA Branch of the Records 
Management Division, FBI Headquarters, has advised that 
such requests have been submitted by virtually every Organized 
Crime Figure in the area. 


* 

A Boston informant who has a great deal of knowledge 
concerning the Hell's Angels motorcycle gang is reluctant 
to furnish information on the gang because of the FOIA and 
PA. He has considerably reduced the amount of information 
he furnishes to the FBI. 


* 

A Boston informant who has furnished considerable 
information concerning the Weather Underground and the Prairie 
Fire Organization advised that he is very upset about the 
FOIA. He has learned through conversations with members 
of the counter-culture that former and current extremists 
are writing to FBI Headquarters under the FOIA in an effort 
to identify and expose informants. The informant indicated 
he is apprehensive about the Bureau's ability to properly 
safeguard Information furnished by him. 

* 

A long-time confidential informant in San Diego, 
California, finally stated, "I can't help you any more ’due 
to the Freedom of Information Act." This informant had 
previously furnished valuable information which led to arrests 
and recovery of Government property. Even though the promise 
of confidentiality was explained to the informant, he still 
refused to furnish further information. 

* 

An established sdurce of one FBI field office 
had furnished information concerning a relative who was 
a federal fugitive. The fugitive was arrested and subsequently 
made an FOIPA request for the investigation concerning him. 
Based upon the information released, the former fugitive 
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reached the conclusion it was probably his relative who 
had furnished information concerning him to the FBI. This 
former fugitive subsequently threatened the life of the 
source and the source's family, and the source is now fearful 
that his relative may pass on his suspicions to other FBI 
subjects. 


* 

A former Salt Lake City informant had regularly 
furnished information resulting in recovery of large amounts 
of stolen Government property and the arrest and conviction 
of several subjects. In a pending Salt Lake City case, 
the former informant refused to cooperate because of his 
fear of the FOIPA, which he felt would in fact jeopardize 
his life should he continue cooperating with the FBI. 

* 

In January 1978, the New York Office received 
information one prime FALN suspect was applying under the 
FOIA for his file. Sources close to the suspect advised 
he was seeking to discover the FBI's knowledge of his 
activities and the identities of Agents who were investigating 
him. 


* 

In a Western Field Office, a former highly productive 
confidential informant advised that he did not feel secure, 
due to widespread publicity concerning FBI informants and 
the FOIA legislation. He stated that, although he continued 
to maintain his confidentiality regarding his relationship 
with the FBI, he was not sure that the FBI could do the 
same. Due to this source's feelings, he discontinued all 
contact with the FBI. 


* 

In Philadelphia, an informant furnished information 
concerning LCN (La Cosa Nostra) figures and on organized 
crime conditions in Northeastern Pennsylvania. Subsequently, 
the source acquired the conviction that, under the Attorney 
General's FOIPA Guidelines, guarantee could no longer be 
given that his identity wo^Jld be protected. Accordingly^ 
the source declined to furnish any further information to 
the FBI. 



In one Northeastern FBI Field Office^ on three 
separate occasions persons under development as organized 
crime informants have declined to furnish information of 
a confidential nature, if the information is reduced to 
writing in any form. These sources have cited media accounts 
of persons murdered by underworld figures because their 
identities were discovered as the result of the FOIA. 


•k 


One FBI field office advised that a confidential 
source, who previously had Top Echelon Status and who had 
identified several members of the La Cosa Nostra, was discontinued 
in April 1977. This source had read an article in Time 
Magazine (April, 1977 issue, page 22) which had identified 
two former FBI sources who had been slain. The FBI could 
not convince the source that his own identity in the future 
would be fully protected. 


* 


In March 1978, the Drug Enforcement Agency (DEA) 
was advised that an informant of the Atlanta FBI Office 
might be in a position to provide timely information concerning 
large narcotics shipments, in exchange for a reward from 
DEA and the guarantee of confidentiality. A local representative 
of DEA responded that confidentiality could be guaranteed 
by DEA only in instances where the informant was operated 
by DEA as a source. DEA reward money could be paid to any 
individual supplying information? however, the true identity 
of an FBI source would be reflected in DEA records for such 
payment. The FBI source was advised of the results of inquiry 
with the DEyi. The source subsequently furnished the identities 
of the drug subjects of which he had knowledge. This information 
was disseminated to DEA. However, the source declined to 
have further contact with these subjects, for fear his identity 
would be made known at some later date under an FOIA request 
to DEA. 





A Boston FBI informant is well connected to the 
organized crime element in central Massachusetts, Boston 
and Providence, Rhode Island. Over the past year the informant's 
productivity has dramatically decreased. Consequently, 
this decrease was discussed with the informant, who stated 
that he had begun to doubt the FBI's ability to protect 
the contents of its own files and information provided by 
Its informants. He had learned that an organized crime 
figure had received over 500 pages of FBI Anti-Racketeering 
Reports and was unquestionably trying to identify informants. 

* 

The criminal informant coordinator of the Boston 
Division has been told by an individual, who would potentially 
be an excellent source of criminal information on the Boston 
waterfront, that even though he had cooperated with law 
enforcement personnel in the past he would never do so 
again. He stated that he was afraid that one day, as the 
result of FOIPA, he might "see his name in the Boston Globe." 

* 

In Dallas, an informant who has been furnishing 
information to Special Agents of the FBI since 1953, regarding 
gambling, prostitution, stolen goods, and criminal intelligence 
information, when last contacted by an Agent indicated he , 
would no longer furnish any information to the FBI due to ; 
the fact it could be disclosed under the FOIPA. The inforn^ant 
felt his personal safety could be jeopardized by the disclosure 
of his identity, and he no longer wanted to take the personal 
risk and provide information regarding criminal activities. 


C. SECURITy INFORMANTS 

' I 

bl 


1/ expressed some humor over the fact that such intormat ion 
IS available. 


* 


I > 
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An individual, who is in a position to furnish 
possible foreign counterintelligence information, expressed 
the opinion the Federal Government could not protect 
his identity in view of the constant scrutiny by Congress 
of the FBI and CIA and the subsequent news media leaks. 

This individual also stated he would be fearful that 
his identity would be revealed through access to records 
by the public under the FOIA, as well as extensive civil 
discovery proceedings exemplified by the SWP civil law suit. 
In addition, this individual expressed concern over former 
intelligence agency officers who were publishing books, 
possibly jeopardizing the confidentiality of sources. 


★ 

bl 



An informant expressed deep concern over security j/ 
and possible disclosure of his relationship with the FBI, 
noting recent instances in which FBI sources had been identified 
in the press. The informant, who had provided critical 
information for many years in matters Of the highest sensitivity, 
requested that his relationship with the FBI be terminated 
and that his name be deleted from all FBI records. 

* 


[ 




xne intorraant nas repeaceaiy yoicea concern over possible' 
disclosure of his identity through the FOIA. The source 
has now requested that all contacts be minimized in frequency 
and duration, that all information furnished be paraphrased, 
that his real or code names never be used, and that access 
to his information be severely restricted within the FBI. 

It has become apparent also, that while the informant's 
dealings k _ 


information furnished has declined. 


^ and the amount of substantive 




bl 


A former source of excellent quality was recontacted, 
since his background was such that he could develop information 
of value concerning the terrorist Puerto Rican independence 
group known as the FALN. After three hours of conversation, 
the former source agreed to cooperate with the FBI but only 
in a very limited manner. He stated that due to the FOIA 
he longer believes that FBI Agents can assure his complete 
protection. He made it clear that he will never again function 
as deeply as he had previously in behalf of the FBI, noting 
that disclosure of his identity would most assuredly cost 
him his life. 



An individual who has requested his identii 
nrntPctPd and who has prnvidpd information Pertinent 
I 1 / has 

also expressed concern pertinent to revelation ot nis identity 
as furnishing information £0 the FBI. This individual queried 
the Special Agent involved in the investigation as to whether 
his identity could be protected and stated that he was concerned 
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becaiiRP of fiit-.nrA hnsinoss Hg»aHr.ncf^ 


I "Bg^’augs or this — 

inaiviauax scatea c.nat ne aid not wish to be contacted on 
a regular basis by the FBI. 



* 

Members of an organization which is currently 
under investigation in the domestic security area made 
several FOIPA requests to the FBI. Based upon this information, 
one member concluded that a particular individual had been 
providing information to the FBI. This conclusion was based 
not so much on the release of particular information or 
the identity of the individual who furnished it, but 
upon the fact that much of the information went back many 
years, as well as up to the present. This member concluded 
that only one individual could have provided information 
of this nature over such a long span of time. The source 
who provided the information convinced both the member and 
the organization that this was not the case and that this 
source was not the individual who provided information to 
the Federal Government. However, while the situation ended 
favorably, potential for harm to the source was great. (Note - 
this example is very sensitive . ) 

* 


In September 1977, a former Special Agent advised 
the San Antonio Office that an informant had contacted him 
upon learning that an FBI subject had obtained documents 
under the FOIPA. The informant expressed the fear that 
his identity as a confidential source against this subject 
would be revealed. This subject was trying to identify 
individuals who had provided information to the FBI concerning 
his activities. 

* 

In a Western FBI Office, an individual was contacted 
in a recent foreign counterintelligence investigation, as 
he was in a position to furnish valuable information on 
a continuing basis regarding the subject. Although this 
potential source displayed an otherwise cooperative attitude, 

he stated he would not furn.ish information for fear his 
identity might be revealed at some future date due to provisions 
of the Freedom of Information Act. 

* 
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Members of an organization dedicated to bringin 
about a militant, working class movement based on Marxism 
Leninism, recently discussed the FOIA. a dpcia-icn 
■fcfa— d.ix.apt u|i 




1 


jquiry to both the FBI and the[ 

under provisions of the FOIA requesting information 
concerning the organization. It was thereby anticipated 
that a comparison of information concerning individuals, 
including dates, times and activities, would identity informants 
in the organization. 


* 

In 1976, a most valuable and productive FBI informant 
ceased his activity in behalf of the Bureau. His reason 
for this decision was his concern over the FOIA, which he 
believed offered the distinct possibility of disclosing 
his identity as an informant. This source provided coverage 
on two major subversive and/or violence-oriented groups 
of investigative interest. 


* 

An FBI Agent was once told by an informant that 
"he would trust the Mafia to keep a secret more than he 
would the Bureau." 


* 


K an informant- 


expre-ssed great concern over the possibility of his identi 
being disclosed. The source stated that he recently read 
in a local newspaper that foreign visitors could gain access 
to FBI records through the FOIPA. 

* 
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Since the advent of the FOIPA, numerous documents 
containing information furnished by an FBI asset of long 
standing have been released under provisions of these laws. 
These releases have had a deleterious effect upon the asset's 
relationship with the FBI, There has been a noticeable 
decrease in the volume of information furnished by the asset, 
who has been frank to state that he no longer has his former 
confidence that the FBI can maintain the confidentiality 
of his relationship. On numerous occasions, the asset has 
expressed reluctance to furnish information which he fears 
might be released under the FOIA, resulting in his physical 
jeopardy or leaving him open to civil suit. This asset has 
not yet terminated his relationship with the FBI, but the 
relationship is now a very tenuous one. 


D. INFORMANT SAFETY 


An informant of the St. Louis Office has expressed 
concern that individuals about whom he was providing information 
were requesting their FBI files under the FOIPA. This 
informant expressed fear for his personal safety and that 
of his family. This source had in the past provided reliable 
and corroborating information about individuals who have 
been convicted of federal crimes in the Eastern District 
of Missouri. There has been a recent reduction in amount 
and quality of the source's information. 

s 

On several occasions in the recent past, an informant 
of the Portland Division, who has furnished reliable informa- 
tion has voiced his concern for his safety out of fear that 
his identity would in the future be revealed, under the 
FOIPA. He stated that when he began assisting the FBI it 
was his understanding that his identity and the information 
he furnished would always remain confidential. 

* 

A key witness of the Newark Field Office concerning 
a check-kiting scheme is also involved with loansharks. 

The witness is not being fully cooperative in the case, 
particularly in identifying a loanshark with whom the witness 
is dealing, due to fear the loanshark will learn of the 
cooperation with the FBI because of the FOIPA. 
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V. MISCELLANEOaS (OTHER RELEVANT EXAMPLES) 
A. SUITABILITY INVESTIGATIONS 


In an applicant investigation, an official of 
the Portsmouth, Virginia Police Department refused to be 
candid in his remarks pertaining to the applicant in view 
of the Privacy Act and the Freedom of Information Act. 

* 

In a recent Newark National Academy case, a 
protected source expressed concern less he be identified 
as the source of derogatory information. He clearly indicated 
he was aware that the applicant would have access to this 
information through the Privacy Act. Other officers interviewed 
simply refused to be candid regarding the applicant, due 
to their awareness that the information might be released 
to him. 


* 

In another Newark suitability investigation, a 
local police department refused to make a record check on 
the applicant's brother without a waiver from the brother, 
because it was believed there was a possible FOIA or PA 
violation. 


* 

Special Agents of the Honolulu Division have recently 
observed a general reluctance by local law enforcement officers 
to furnish derogatory heresay information in- suitability 
investigations. Members of the law enforcement community 
have been apprised of the access and disclosure provisions 
of the Freedom of Information and Privacy Acts (FOIPA) 

* 

In a background investigation of a police officer 
nominated to attend the FBI National Academy, a number of 
police officers within the same department requested that 
their derogatory comments not be reduced to writing. They 
cited the provisions of the FOIA as their reason. 



A former high official in an upstate New York 
City was being considered for a White House staff position. 
An individual in that municipality refused to comment since 
he believed the candidate would be able to obtain this 
information through the Privacy Act. The official, who 
was aware of the Act's provisions, stated he still believed 
someone in the White House would have access to comments 
made . 


* 

During a 1978 SPIN investigation in Miami, the 
interviewee advised he was a business competitor acquainted 
with the appointee. He inquired as to what degree of confi- 
dentiality could be provided if he furnished information 
regarding the appointee. Privacy Act provisions were explained 
to the interviewee. This was not a sufficient degree of 
confidentiality and. he would have nothing to say about the 
appointee. * 

During the same SPIN investigation at Miami, an 
officer in Dade County advised he had derogatory background 
information concerning the appointee. He said he did not 
want to "go on record" with the FBI concerning this information 
in view of the Privacy Act. He stated that he considered 
the information so pertinent that it required his direct 
contact with the House Committee on Assassinations, which 
had requested the SPIN investigation. After receiving 
the officer's information, the House Committee requested 
the FBI suitability investigation be discontinued. 


B. LAW SUITS 

A $600,000 civil suit was filed by a Honolulu 
plaintiff against a neighbor regarding derogatory information 
provided the FBI approximately 20 years ago concerning the 
plaintiff in a suitability investigation. The FOIPA request 
made by the plaintiff allegedly had enabled her to identify 
the defendant as the source of the derogatory information, 
which she claimed in her lawsuit was defamatory. The civil 
action required the defendant to retain private counsel 
at great personal expense and resulted in personal trauma. 

The defendant's retained counsel was successful in obtaining 
dismissal of the suit on th^ technical defense of "Statute 
of Limitations." The primary issue of whether or not a 
person could sue an individual who had provided information 
to the FBI was not addressed. 
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In early 1978, an employer in the Los Angeles 
Division contacted that office concerning certain derogatory 
information furnished in 1967, on an employee who was then 
seeking a position with the White House staff. This individual 
who had subsequently made a Privacy Act request to the FBI, 
determined that the former employer had provided derogatory 
information concerning her, and threatened to sue the employer 
if correction of this information was not forwarded to the 
FBI, The employer's written retraction of the previous 
information was subsequently submitted to the FBI Los Angeles 
Division, in order to avoid any potential civil entanglement. 

* 

An unsuccessful applicant for the position of 
Federal Bankruptcy Judge obtained his file via the FOIPA 
concerning his background investigation. He subsequently 
determined that several former employers and law partners 
had furnished derogatory information to the FBI concerning 
him. He has filed civil suit against these former employers 
and law partners and also filed an FOIPA civil suit against 
the FBI. 


★ 

Recently the Legal Counsel for a large sheriff's 
office located within the Tampa Division requested copies 
of the FOIPA legislation out of concern that information 
released by his department or personnel might result in 
civil litigation against them. This agency has since requested 
confidentiality for all personnel handling record checks 
and is reviewing its current policy on disseminating informa- 
tion to Federal agencies. 


* 

According to a former informant, an FBI subject 
who had been active in dissident activities during the 
1960 's and early 1970 's and who had traveled through several 
Third World countries since that time, obtained his file 
under the FOIA. After reviewing the file this requester 
decided his former wife should sue the FBI and for that 
purpose furnished her with information from the file. 



In September, 1975, an editor of an underground 
newspaper in the Wisconsin area filed suit against the FBI 
contending the Bureau had improperly withheld information 
under the FOIPA. Once this matter was reviewed by a Federal 
Judge in Madison, Wisconsin, files pertaining to numerous 
activists in the Madison area, among whom was an FBI informant, 
were released. As a result, the identity of this informant 
was made known resulting in the loss of a very valuable 
source. Similarly, release of affinity files from a local 
police department in Wisconsin caused the loss of another 
valuable FBI source. 


* 

A subject found guilty in an ITSP Little Rock 
case, subsequently filed a civil action against witnesses 
against him in that matter. Being unable to determine the 
identities of all witnesses, he has made several FOIPA requests 
through the Little Rock Office. His intention is obviously 
to discover the identities of additional witnesses whom 
he may join in his civil suit. 


C. POLICE DEPARTMENT OPERATIONS 

In 1977, a requester through his attorney received 
over 200 pages of FBI documents pertaining to himself and 
an organization. He had previously believed that a local 
police officer was sympathetic to his views. From the FOIA 
release, the requester was able to determine that he had 
not "turned" the police officer, who was in fact forwarding - 
to his department what the requester had said in confidence. 

* 

Another FOIPA requester had been tried and convicted 
of two murders in Cleveland in the early 1970 's. From FBI 
documents released as the result of an FOIPA civil action, 
his attorney professed to know the identity of the Cleveland 
police department source who in fact had furnished valuable 
information on the requester's murder convictions. 

★ 

The New York Clty^ Police Department (NYCPDj Intelligence 
Division has the responsibility of gathering information 
relating to terrorist matters. Police officers acting in 
an undercover capacity are targeted against certain bombing 
suspects. Officials of the NYCPD have expressed grave concern 
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about giving the FBI any information from these undercovers 

because of the POIPA. It is noted that they do furnish 

the FBI with information, normally in abbreviated form, 

from their undercover officers. Should one of these undercovers 

be exposed because of the FOIA, it would be destructive 

of the professional relationship between the NYCPD and the 

FBI. 


D. LOUISVILLE, KENTUCKY KLAN RELEASE 

Embarrassment, distrust and strained relationship 
between the Louisville Division of the FBI and Chiefs of 
Police of the Louisville Division of Police and Jefferson 
County Police Department have resulted from an POIPA request 
pertaining to Klan infiltration of these local law enforcement 
agencies. On September 19, 1977, the "Louisville Defender" 
newspaper carried an article captioned "FBI Documents Say 
12 to 35 City County Cops in KKK," and reported information 
from the POIPA release. These disclosures related to 1976 
efforts which reportedly had been made to establish a unit 
of the United Klans of America at Louisville which was to 
have a membership limited exclusively to police and other 
law enforcement officials. 


E. SEATTLE NEWS RELEASE 

On June 16, 1978, the Coalition on Government 
Spying, publicly identified as an organization formed by 
the American Civil Liberties Union, The American Friends 
Service Committee, and the National Lawyers Guild, presented 
a copy of an FBI document consisting of several pages at 
a press conference at Seattle, Washington. The document 
was a teletype sent by Seattle to Minneapolis and the Bureau 
during the Wounded Knee Incident of 1973. This document 
without question identified a representative of the news 
media as subsequently furnishing information to the FBI, 
although he was doing so unknowingly through his news 
director. The release of this information under the POIPA 
has had a severe impact on the lives of the two newsmen 
involved. 
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F. FBI MANUALS 


In the fall of 1977, the warden of a state penitentiary 
expressed dismay at a current news story which described 
how the FBI had released Agent’s handbooks and manuals to 
a prison inmate, under the FOIA. When told this story was 
true, the warden declared that, rather than release such 
material to prison inmates, he would rather ignore such 
a law. 


* 

An individual in Oklahoma City requested the FBI 
to permit his review of the FBI Manual of Instructions. 

This request was honored and the FBI processed 970 pages 
of the Manual of Instructions and mailed these materials 
to the Oklahoma City FBI Office in March, 1978, for his 
review. A letter was then sent to the individual requesting 
that he come to the Oklahoma City FBI Office to review the 
processed material. He never responded to this invitation. 
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